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Marker Assisted Selection for Orobanche Crenata
Resistance in Faba Bean

Mahmoud Mohamed Kamel Zeid
Faculty of Agriculture, Alexandria Universizy, Alexandria, Egypt

EXECUTIVE SUMMARY

Faba bean (Vicia faba L.) is by far the most important legume crop grown in Egypt, with 110,000 hectares grown
annually (FAO, 2005). Although progress has been achieved in yield improvement, the problem of the parasitic
weed Orobanche crenata Forsk is considered a constraint to faba bean production in the Mediterranean basin. Ac-
curate and rapid methods of screening faba bean lines for resistance to O. crenata are critical in assisting breeders
in precise selection, thus reducing the number of lines in resistance breeding programs as early as possible. The use
of molecular markers can facilitate the identification and selection of resistant material once genes for resistance
are tagged. A key point in this work is based on the fact that up to date, the Egyptian line F 402 (now known as
the cultivar Giza 402) is considered the only true source of resistance genes to the parasite on faba bean, not only
in Egypt, but in the whole Mediterranean region. The objective of this project was to tag genes for O. crenata resis-
tance in a faba bean in F3 population segregating for this trait. The markers employed were Randomly Amplified
Polymorphic DNA (RAPD), Microsatellites (SSR), Inter Simple Repeats (ISSR) markers and Resistance Gene
Analogs (RGAs). The resistance source was the Egyptian cultivar Giza 402 known to be the donor of resistance
genes in all resistant varieties in Egypt and Spain.

Two hundred and twenty F3 families derived from a cross between a resistant (Giza 402) and a susceptible
(Giza 3) inbred line were tested for O. crenata resistance in a pot experiment with soil infested with O. crenata
seeds. Transgressive segregation was observed where some F3 families surpassed either parental line in their level
of resistance expressed as the number of parasite attacks or the dry weight of the host plant, providing an excellent
material for the molecular studies. A total of 330 RAPD, 12 ISSR, six RGAs and 10 SSR markers, either based on
previous work on faba bean or screened for the first time, were tested to search for polymorphism between the two
parental lines.

When polymorphism was detected, a Bulk Segregant Analysis method (BSA) was employed to search for pos-
sible genes of major effect for resistance. Bulks were formed from two contrasting groups each of 16 individuals
from the screened F3 families (resistant and susceptible bulks). None of the tested markers was useful in tagging
any major gene for resistance.

Since the majority of the markers were dominant RAPD markers (7.e. were unable to differentiate between ho-
mozygous and heterozygous resistant lines), and were not reproducible between laboratories (in Spain, Germany
and Egypt), the need for a co-dominat marker that is transferable between laboratories and between populations
was recognized. We tested the latest technique for SSR development, known as FIASCO (Fast Isolation by AFLP
of Sequences Containing repeats), proposed by Zane et al. (2002) for non plant species. We succeeded in develop-
ing 40 de novo SSR markers from the line Giza 402. The significance of these SSR markers not only relies on their
being the first SSR markers to be developed from the whole faba bean genome (not restricted to a specific chromo-
some), but also in their amplification across O. crenata resistant materials from Egypt and Spain where almost all
of the research on O. crenata is conducted. Furthermore, the markers amplified across a broad range of germplasm,
signalling their importance for faba bean breeding programs. To reliably identify QTL for O. crenata resistance in
faba bean, more SSR markers are being produced.
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1. Project Background

1.1 The Problem

The parasitic weed Orobanche crenata Forsk. is almost
restricted to the Mediterranean basin, extending only
few hundred kilometers south into Africa (Algeria,
Egypt, Morocco and Tunisia), north into Europe (in-
cluding Spain, Italy, Greece, Malta, and Cyprus) and
east into Iran. The parasite affects faba bean, pea, lentil,
chickpea, carrot, safflower, lettuce and sunflower.

The most important of these, by far, is faba bean,
(Vicia faba L.). Estimates of actual area infested or
at risk in the Mediterranean region and western Asia
amounts to 1 million hectares of faba bean, which is
almost the total area of the crop grown in the region
(Parker, 1994). In Portugal more than 13.500 ha, in
Spain the area amounts to 50.000 ha and in Egypt,
more than 28.000 ha are infested with the parasite,
causing losses that exceed 10 million dollars annually.
Because of the large number of seeds deposited by the
parasite and their exceptional viability and longevity,
being able to survive in the soil for more than 15 years
(Linke and Saxena, 1991), farmers are being forced to
abandon the cultivation of faba bean. This in turn leads
to a decrease in the production of vegetable proteins
and an increase in costs of nitrogen fertilization, which
mainly affects small scale farmers who cannot afford
the costs of the additional nitrogen fertilizers needed
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to compensate for the drop in soil nitrogen when faba
bean is excluded from the rotation.

1.2 Opportunities for a Solution

Control measures for the noxious parasitic weed Oro-
banche crenata including late sowing, handpulling,
glyphosate spraying and trap crops have all been shown
to reduce levels of infestation, however, no totally ef-
fective methods have yet been introduced. The use of
resistant cultivars is known to be the easiest and most
economic way to fight against parasitic weeds. Prior to
the detection of the line F402 in Egypt (Nassib ez al.,
1978), very few sources of resistance had been found.
In fact, they showed differences in susceptibility rath-
er than agronomic useful resistance (Cubero, 1984).
Breeding for resistant varieties has successfully resulted
in the development of the cultivar Giza 402 (Nassib
et al., 1978), expressing moderate resistance to the
parasite accompanied by appreciable seed yield under
parasite infestation. Continuous improvement through
classical breeding methods in this cultivar resulted in
improving the level of resistance to the weed (Khalil ez
al., 1994). Up to date, Giza 402 is considered the only
source of resistance to the parasite in Egypt, where all
resistant material produced, (Giza 429, Giza 674 and
X-843), have their genes of resistance from Giza 402
(Saber ez al., 1999). In Spain, the F402 line provided
the basic material for obtaining a valid resistant culti-
var. The result was the line VF1071, which became the
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Figure 1 Pedigree showing the origin of 0. crenata resistance and pedigrees of resistant cultivars/lines (*) in Egypt and Spain.
(Alameda: Spanish cultivar, PBL 561: breeding line from ICARDA, Giza 3: Egyptian cultivar, ILB938:
Colombian accession, S.Glant: Spani)
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resistant parental line for breeding programs in Spain
yielding the resistant cultivar Baraka, released in 2002
(Nadel ez al., 2004). Fig. 1 summarizes the origin of O.
crenata resistance in faba bean in Egypt and Spain.

Accurate and rapid methods for screening faba bean
lines for resistance to Orobanche crenata are critical in
assisting breeders in precise selection, thus reducing the
number of lines in resistance breeding programs as early
as possible.

The best screening method for resistance involves
growing the tested material under parasite infestation
in pot experiments, where scoring for resistance is per-
formed after carefully washing the roots of the host and
counting the successful parasite attachments. Assessing
resistance in this form however, is a demanding and
time consuming job, with only a limited number of
pots that could be examined at a time.

Proposed Solution

An alternative method, Marker Assisted Selection
(MAS), circumvents many of these problems. MAS
is faster and more accurate because it is not affected
by the environment and requires less labor and space,
making it possible to screen large numbers of faba bean
lines within the laboratory setting. Few published work
on using molecular markers in faba bean breeding pro-
grams in general could be cited. The work of Vaz Patto
et al. (1999) is one of the significant studies devoted
to the development of a composite map in faba bean.
A breakthrough for employing molecular markers to
study faba bean resistance to the parasite was the map-
ping of quantitative trait loci (QTLs) for O. crenata re-
sistance in faba bean (Roman ez 2/, 2002). The identi-
fied QTLs were based on RAPD markers and screening
for resistance was performed in the field, counting the
number of spikes of the parasite/plant of the host under
infestation of Spanish parasite races.

2. Project Objectives

* To develop a population segregating for O. crenata
resistance from a cross between a susceptible inbred
line and a resistant inbred line having the genes of
resistance from Giza 402.

* To test the segregating population for their resist-
ance levels under controlled conditions.

* To screen as many molecular markers as possible for
variation between the two parental lines, especially
those previously published.

* To use the Bulk Segregant Analysis (BSA) method to
identify major genes controlling resistance.

* To employ all possible marker types to identify
markers that are linked to O. crenata resistance in

faba bean.

3. Achievements
3.1 Plant Material and Screening for Resistance

We were able to achieve a total of 220F3 families with
plenty of seeds to perform the pot experiments with
seeds left over for future work. It is noteworthy that
plants had to be grown under insect proof tents (Fig-
ure A.1) to avoid the contamination of pollen by bees;
flowers had to be tripped to insure a reasonable seed set.

We succeeded in screening all 220F3 families in five
replicates, the parental lines and many other different
lines as a control for our experiment underthe infesta-
tion of fixed inoculums of the parasite. Screening for
resistance was performed by thoroughly washing roots
of the host, counting the number of attacks (Figure A.2
to A.6) and measuring the dry weight of both the host
and the parasite.

As shown in Figs. 2 and 3 we obtained quite a good
range of segregation among the F3 families for both
the number of infections and the faba bean dry weight.
This type of information was needed to perform the
steps employing the molecular markers.

Today those F3 families are being advanced into re-
combinant inbred lines for future work.

3.2 Molecular Marker Analysis

DNA extraction from leaf tissues is another time con-
suming step besides screening for resistance in pot ex-
periments. DNA extraction was extracted from indi-
vidual plants of the F3 families, the parental lines and
control lines.

A total of 330 RAPD, 12 ISSR, six RGAs and 10
SSR markers, either based on previous work on faba
bean or screened for the first time, were tested to
search for polymorphism between the two parental
lines. When polymorphism was detected, the BSA was
employed to search for possible genes of major effect
for resistance. Bulks were formed from two contrast-
ing groups each composed of 16 individuals from the
screened F3 families (resistant and susceptible bulks).
None of the tested markers was useful in tagging any
major gene for resistance.

A problem we faced during the course of this work
was the inconsistency of RAPD results between labora-
tories (Germany and Egypt) and the difficulty in repeat-
ing published results from Spain where almost all the
work on O. crenata resistance on the molecular level has
been conducted (Figure A.7). Another obstacle was that
the segregating population we were using is different
from the Spanish population that was used in previous
work. Consequently, the need for the type of markers
that would not vary in results between laboratories and
would target the same genomic region even in differ-
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Figure 5 UPGMA dendrogram showing relationships among faba bean cultivars and inbred lines.
Orobanche-resistant genotypes are in bold type and asterisks(*) denote inbred lines.
Dendrogram based on data from 40 SSR loci
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Table 1 Faba bean cultivars and lines tested for SSR amplification and used to construct the dendrogram

Cultivar Year of release Area bred for Pedigree
O. crenata resistant
Giza 402 1979 Middle & Upper Egypt Figure 1
Giza 429 1995 Middle Egypt Figure 1
Giza 674 1995 Middle 7 Upper Egypt Figure 1
Giza 843 1998 North Delta, Egypt Figure 1
Vf 136 - Breeding Line, Spain Figure 1
O. crenata susceptibel
Giza 3 1979 Replacement for Giza 1 Giza 1 X NA 29 (Netherlands)
Giza blanca 1994 Newly reclaimed areas, Egypt Selection from Spanish Reina
blanca
Giza 461 1995 North Delta, Egypt Giza3xILB938 (ICARDA) 1980s
Rebaya 40 late 1960s Replacement for Rebaya 8 in Upper Egypt  Landrace
V16 — Breeding line, Spain Asynaptic breeding line

ent populations was recognized. The most appropriate
type of marker with such features was the Microsatel-
lite marker also known as SSRs. The few available SSR
markers for faba bean were tested here in this work and
were proven to be useless; after all they were not linked
to resistance genes in previous studies and were only
developed to chromosome 1 in faba bean.

The use of SSRs has been limited in genetic stud-
ies of organisms that lack extensive genomic DNA se-
quence data like faba bean because isolation and devel-
opment costs (in terms of labor, time and reagents) are
very high compared to other markers such as RAPDs
and AFLP. We tested the latest technique for SSR de-
velopment, known as FIASCO (Fast Isolation by AFLP
of Sequences

Containing repeats), proposed by Zane ez al. (2002)
for non plant species. We succeeded in developing 40 de
novo SSR markers from the resistant line Giza 402. We
confirmed the co-dominant nature of 25 SSRs that were
polymorphic between parental lines Giza 3 and Giza 402
by observing the banding pattern of their F1 hybrid. The
Mendelian inheritance of four of SSRs was also verified
by comparing genotypes of 16 individuals from a Giza 3
and Giza 402 segregating population (Fig. 4).

The significance of these SSR markers not only relies
on their being the first SSR markers to be developed from
the whole faba bean genome (not restricted to a specific
chromosome), but also in their amplification across O.
crenata resistant materials from Egypt and Spain where
almost all of the research on O. crenata is conducted.
Furthermore, the markers amplified across a broad range
of germplasm (Table 1), signalling their importance for
faba bean breeding programs. Relationships among the
ten faba bean genotypes, including both Orobanche-sus-
ceptible and Orobanche-resistant genotypes were tested

by constructing a UPGMA dendrogram (Fig. 5). Re-
sults from the dendrogram showed one main cluster
that comprised all Orobanche-resistant genotypes; Oro-
banche-susceptible genotypes on the other hand were
observed in a loose cluster. These results were consistent
with the pedigree information since all resistant geno-
types, including the Spanish inbred line V136 (Cube-
ro, 1991), have a common progenitor, F 402, which was
the source of the resistance (Figs. 1 and 5).

4. Forms of Collaboration

The scientific collaboration between the Crop Sci-
ence Department, Faculty of Agriculture, Alexandria
University, resembled in the holder of this project and
both the Institute of Plant Breeding, Georg- August-
University, Goettingen, Germany and the Institute
of Genomic Diversity at Cornell University, USA,
did not end at the financial inputs from both foreign
institutes, but was rather extended to the collabora-
tive publication of two posters (see Appendix B) and
a manuscript in preparation for submitting in the
Theoretical and Applied Genetics Journal (TAG). Fur-
thermore, abiding by the terms and guide lines of the
TAG Journal and the idea of sharing of knowledge, all
sequences obtained from this work will be made avail-
able to the public domain by placing them in Genbank
databases.

Collaboration also continues in the future, where
the plant material is being preserved and advanced to
reach the stage of Recombinant Inbred Lines (RILS)
for future work. Crosses between elite Egyptian and
foreign plant material are also taking place on yearly
basis to open doors for future research.

7



Optimization of Mass Production Entomopathogenic

Nematodes (EPN’s) in Egypt

Mona Ahmed Hussein

Center of Excellence for Advanced Science (CEAS), National Research Center, Cairo, Egypt

1. Project Background

Entomopathogenic Nematodes (EPN) have many quali-
ties that make them highly effective biological agents and
excellent alternatives to chemical pesticides. EPN carry
symbiotic bacteria in their lumen, which are responsible
for killing the target host. The bacteria provide antibiotic
protection against contaminants as well as nutrients and
enable the nematodes to reproduce within the insect ca-
daver. These bacteria are found in two phases, primary
and secondary. Only the primary phase supports the
nematode development. Nematodes feed upon the bac-
terial cells and the host tissue, mature, mate and produce
progeny, which emerge from the cadaver as infective ju-
veniles carrying the bacteria, in search for new hosts. In-
fective stages of the EPN search for an insect host in the
soil, penetrate the insect, move into the haemocoel, and
release the bacteria, which they carry in their intestinal
lumen. The bacteria start multiplying and kill the host,
supported by excretion products of the nematode. Phase
variation factors, which are characterized as phase 1 and
phase 2 or, primary and secondary forms, play an impor-
tant role for nematode reproduction and virulence.

The project will focus on production, storage and
applied technology. It will study mass production and
factors affecting in vivo or in vitro production. In addi-
tion, the project will focus on developing the technol-
ogy and expertise required for the commercial use of
entomopathogenic nematodes as bioinsecticides.

2. Project Objectives

1. Increasing the EPN strains by isolation and identifi-
cation of the new strains from soil samples contain-
ing EPNs through making field visits to many places
in Egypt.

2. Improving in vivo production of EPN through:

a. Improving rearing method of the natural host G.
mellonella through changing the ingredients of
semi artificial diet using cheap, locally available
components as side products of sugar industry as
fodder yeast and molasses.

b. Improving rearing procedures of the nematodes
on G. mellonella larvae by using locally available
materials, and easier procedures for inoculation,
extraction and purification of the yielded nema-
todes.

3. Improving in vitro production of EPN through:

a. Depending on bedding technique of solid media
production, the project will improve the acration
method of bedding flasks and the components
of ingredients used in culturing the nematodes
and the symbiotic bacteria. Such ingredients in-
clude: (Soya flour, wheat flour, yeast extract, egg
yolk, fat and distilled water).

b. Optimizing quantity of medium per flask (in-
oculum size).

c. Optimizing conditions that affect growth of
both nematodes and bacteria.

d. Suitability of local nematode species and strains
for the modified culturing conditions.

5. Improving the shelf-life of produced biopesticide
through:

a. Optimization of formulations used in storage
and transportation.

b. Using locally available materials for formulation
of the biopesticides and facilitation of agricul-
ture.

3. Project Findings and Conclusions

1. Many new isolates and new species of EPN were iso-
lated from Egypt through this find.

2. Some of these new isolates were found to be superior
to the current strain of nematodes in their capacity to
infect different pests.

3. Reducing costs of in vivo production of EPN.

4. Improving rearing procedures of the nematodes on
G. mellonella larvae.

5. Improving in vitro production of EPN on solid cul-
ture.

6. Optimization of inoculum size per flask.

7. Optimization of growth condition for nematodes
and bacteria.

8. Selection of suitable strains for mass propagation.

9. Selection of suitable formulation for the new Egyp-
tian strains.

10. Improving shelf-life of EPN.

11. The project explained methods for the large scale pro-
duction, harvesting and formulation of entomopath-
ogenic nematodes.
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4. Discussion
Result 1. Isolation of EPN

101 soil samples were collected from 6 governorates:
Sinai, Fayoum, Behira, Sharkia, Bahria Oasis; Giza and
Beni Swaif. The nematodes were isolated according
to Woodring and Kaya (1988) and Kaya and Styock
(1997) techniques.

Six samples were positive. Three new strains of nem-
atodes recovered from soil samples and went through
identification process. Two strains (BAl and BAA2)
belonging to heterorhabtid nematodes and (BA2) to
steinernematids were selected to be identified. Another
new species was isolated from Belpeas, Sharkia gover-
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norate and went through molecular and morphological
identification. This species coded MH and it is going
through publication process.

Result 2. Identification of EPN

Based upon the morphometric characters and cross-
breeding tests, BA1 and AA2 were identified as two dif-
ferent strains of Heterorhabditis bacteriophora, whereas
BA2 was identified as Steinernema carpocapsae. The
new species coded MH were identified as Heterorhab-
ditis baujardi. The tables 1, 2, 3, 4, 5 and 6 present
the data obtained. The productivity of these strains was
assessed and it ranged between 62.000 and 100.000 in-
fective juveniles/larva.

Table 1 Comparative measurements of infective juveniles of the Egyptian isolates of Heterorhabditis bacteriophora and
Steinernema carpocapsae and those of the original description

Heterorhabditis bacteriophora Steinernema carpocapsae
Character Egyptian Original Egyptian Original
BAA1 BA1 HB BA2 All

Body length d560+40.6 624136.7 588 (512-671) 594+28.6 558 (438-650)
Maximum body 2042.7 2042.1 23 (18-31) 25+3.2 25 (20-30)
diameter

aEP 88+4.8 100+6.3 103 (87-110) 36t4.5 38 (30-56)
bNR 76+3.3 8242.8 85 (72-93) 78+6.2 85 (76-99)
<ES 100+12.6 11247.4 125 (100-139) 106+12.7 120 (103-190)
Tail length 86+5.3 90+2.8 98(83-112) 54+4.3 53 (47-59)
Ratio A 26.1+£0.7 26.410.9 25 (17-30) 23.742.1 21 (19-24)
Ratio B 4.5+0.8 4.310.6 4.5 (4-5.1) 5.210.4 4.4 (4-4.8)
Ratio C 5.720.5 6.240.3 6.2 (5.5-7) 11.1£0.4 10 (9.1-11.2)
Ratio D 0.78+0.07 0.91+0.04 0.84 (0.76-0.92) 0.26£0.02 0.26 (0.23-0.28)
Ratio E 1.024+0.04 1.2£0.1 1.12 (1.03-1.3) 0.65%£0.06 0.60 (0.54-0.66)
Ratio F 0.23+0.03 0.23£0.02 0.25 (0.22-0.36) 0.44+0.04 0.47 (0.43-0.51)

aEP, distance from anterior end to €XCretory pore; bNR, distance from anterior end to nerve ring;

<ES, distance from anterior end to the base of esophagus; dMeans = SD and range in pm, n = 20

Body length
Ratio A = ——24 1eN81
Body diameter
Body length
Ratio B = _ body tengin
ES
Ratio C = Body length

Tail length

EP
Ratio D =
ES
. EP
RatioE = ———
Tail length
. Body diameter
RatioF = ——————
Tail length
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Table 2 Comparative measurements of the hermaphroditic and amphimictic females of the Egyptian and
original populations of Heterorhabditis bacteriophora

First generation

Second generation

Character (Hermaphroditic female) (Amphimictic female)
BAA1 BA1l Original HB BAA1 BAl Original HB
Total body length 3840520 4160+470 (3630- 4430930? 28808420 31904330, 00
Greatest body width 180+22 210£15 165 (160—-180) 160422 17215 190 (160-220)
Length of stoma 6.6£2.9 7.8+1.7 8 (6-9) 6.1£0.8 7.3t1.2 7 (6-9)
Width of stoma 10.2%0.8 8.1£1.0 8 (6-9) 8.3+1.2 8.4+1.4 7 (6-9)
*aEP 19617.3 210+5.6 209 (189-217) 184+6.1 19144.7 192 (174-214)
*PNR 126+2.1 132+3.1 126 (121-130) 98+5.8 10246.3 103 (93-118)
*ES 186%5.4 200%4.2 197 (189-205) 15617.3 160+4.8 168 (155—183)
% Vulva 44.812.7 47.013.3 44 (41-47) 42.6£2.2 472431 47 (42-53)
Tail length 83%5.5 86+3.4 90 (81-93) 7616.2 83+5.5 82 (71-93)
Width at anus level 48.413.8 50.6t2.8 46 (40-53) 22.6£2.8 27.3£3.4 28 (22-31)
Anal Swelling 3.740.4 41203 .. * 1.710.3 24404 ..l >

*See footnote in Table 1. **These measurements were not recorded in the original description

Table 3 Comparative measurements between normal and giant females of the first generation and the second generation of the Egyptian and original

population of Steinernema carpocapsae

First generation

Second generation

Character N. females G. females N(.)lf"ieii:;lais G(.)lf“ieii:;.laclts BA2 Original
Toul bodylengeh 36202220 83205670 o 0_5117046070‘; ....... aBA0E0 g L
Greatest body width 180£17.6 260145 351 (225-410) ... 156£12.6 3146 (58-216)
Length of stoma 5.6%0.3 9.2+2.2 10 (5-10)0 ... 6.40.7 6 (3-9)
Width of stoma 8.710.8 12.6+1.4 12 (10-14) ... 8.1£1.3 7 (6-10)
*aE P 63.416.2 8617.3 122 (88-157) ... 58.6x10.8 70 (55-96)
*NR 158+16.4  220+13.8 245 (213-275) ... 136+14.4 159 (125-183)
*ES 181+37  260+64.5 306 (226-385) ... 162+22.3 200 (157-262)
% Vulva 49.614.2 55.412.7 56 (50-57) ... 51.3+2.6 55 (52-58)
Tail length 59.4%+4.8 71.7£5.6 68 (53-81) ... 48.7£6.1 39 (28—47)
Width at anus level 70.418.2 140+12.8 115 (97-115) ... 47.4%4.2 58 (4-77)
Anal Swelling 6.510.4 9.2+0.8 L L 6.2+0.6 ...

*See footnote in Table 1. N. females = Normal females, G. females = Giant females
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Table 4 Comparative measurements of adult males of the Egyptian isolate and the original population of Steinernema carpocapsae

Males of Steinernema carpocapsae

Character 1st Generation 2nd Generation
BA2 Original BA2 Original
Body length 1640+111 1730 (1500-2750) 1280176 1130 (720-1580)
Greatest width 128+34 136 (80-235) 62.6+11.4 58 (43-61)
Length of stoma 5.8+0.9 6 (4-7) 4.710.6 5 (3-8)
Width of stoma 6.1£0.42 4 (3-7) 6.4£1.2 6 (3-8)
*aEP 68.5£10.4 82 (61-108) 56.7+4.8 39 (32-43)
*NR 148.6+17.3 178 (134-190) 107£12.6 105 (85-116)
*ES 178.5£15.4 190 (170-200) 157.4£14.2 142 (131-156)
Tail length 38.8+4.4 47 (36-50) 27.5%2.6 35 (27-42)
Length reflection of testis 660.7+62.3 721 (414-967)  570.6+42.8 589 (350-946)
Width of cloaca 52.6+3.6 51 (46-55) 41.7+4.8 44 (34-47)
Length of spicule 69.746.5 85 (69-93) 61.3£5.2 66 (55-73)
Width of spicules 11.4£1.1 9.7£0.8 L.
Length of gubernaculum 52.4+4.3 52 (46-57) 43.242.7 45 (39-50)
Width of gubernaculum 4.910.8 42+03 L

*See footnote in Table 1. 1st Generation = First generation, 2nd Generation = Second generation

Table 5 Comparative measurements of adult males of the Egyptian isolates and
the original population of Heterorhabditis bacteriophora

Males of Heterorhabditis bacteriophora

Character
BAA1 BA1l Original
Body length 690+48 726139 820 (780-960)
Greatest width 40.8+2.7 41.443.4 43 (38-46)
Length of stoma 4.3%1.1 4.811.2 3 (2-4)
Width of stoma 5.6£1.2 6.2+1.0 2 (1-3)
*aEP 126+5.4 130+£3.1 121 (114-130)
*»NR 75.4%3.7 79.1+4.4 72 (65-81)
*<ES 102+3.8 108+2.6 103 (99-105)
Tail length 31.7+4.2 33.5%£3.7 28 (22-36)
Length reflection of testis 73.418.2 82.845.5 79 (59-87)
Width of cloaca 23.4%3.2 241426 23 (22-25)
Length of spicule 39.6%3.1 41.5%3.3 40 (36-44)
Width of spicules 4.7+0.8 5.240.6
Length of gubernaculum 21.8+2.1 23+1.3 20 (18-25)
Width of gubernaculum 1.240.2 1.4£0.2 ...

*See Footnote in Table 1.



Optimization of Mass Production Entomopathogenic Nematodes (EPNs) in Egypt

Table 6 Results of cross-breeding experiments between H.bacteriophora (H.bac) and (H.ind.) or
H.maralata (H.m) with the isolates from Egypt (BA1 and BAA1), and between Steinernema carpocapsae (All)

and the Egyptian isolate (BA2)

Male
Female b4 i BAAI H.bac. H.ind. H.mar BA2 S
BA1 F2 F1 F2 ; ; e x
BAAI F1 F2 F2 ; ; e x
H.bac.  F2 F2 F2 ; ] -* x
H. ind. - - - F2 - X X
H. mar. - - - - F2 X _*
BA2 x * x x * F2 F2
S.c. * x * * * F2 F2

BA1, BAAI and BA2: the tested isolates H. bac.= Heterorhabditis bacteriophora,
H. ind.= H. indica, H. mar. = H. maralata and S.c. = Steinernema carpocapsae

Table 7 List of the insect pests used to measure the virulence of the Egyptian isolates of Enfomopathogenic nematodes,

Heterorhabditis bacteriophora BA1 and Steinernema bacteriophora BA2

T
Pest Latin name aronoy TCSt,ed farval Host Crops
Order Family instar

Greater Wax moth  Galleria mellonella Pyralidae 5th Stored Wax Comb
Cotton Leaf worm lSz[; ;drg;im Noctuidae 5th Cotton and Vegetables

o]

5 Cotton, Corn and

. . . 8 . [h 3

Cut worm Agrotis ipsilon 2 Noctuidae 4 Vegetables

5
g(t)lrr:rp can corn Osterinia nubilalis L&‘ Pyralidae 4th or 5th Corn
bGOrre:rter SUBAL AN Gosamia critica Noctuidae 4th or 5th Corn and sugar cane
Apple tree borer Zeuzera pyrina Pyralidae 5th Apple, peach and Grapes
Sugar beet fly Pegomyia mixta Diptera Muscidae 3rd Sugar beet
Tortoise beetle Cassida vittatta Coleoptera  Curculionide 3 Sugar beet

Result 3. The virulence of BA1 and BA2 against some
insect pests

The EPN BA1 and BA2 were chosen to study the ef-
ficiency of two of the new isolated strains against some
economically important insect pests. These pests are
listed in Table 7 as follows: The greater wax moth larvae,
Galleria mellonella; the Cotton Leaf worm, Spodoptera
littorallis; the Cut worm, Agrotis ipsilon; the European
corn borer, Osterinia nubilalis; the Greater sugar cane
borer, Sesamia cretica; the Apple tree borer, Zeuzera py-
rina; the Sugar beet fly, Pegomyia mixta and the Tortoise
beetle, Cassida vittatra. The virulence of EPN against
the melon fruit fly, Dacus cilatus; the peash fruit fly,
Bactocera zonata and the fruit fly, Ceratitis capitata were
tested in details. Table 8 shows the virulence of BAI
and BA2 against eight different insect pests. The data
are represented as a percentage of mortality.

The European corn borer, O. nubilalis, showed high
sensitivity to both nematode strains. The mortality
percentages recorded for H. bacteriophora were 85%,
65% and 45% for the concentrations 1000, 500 and
250 IJ/ml H,O, respectively. While the percentages
were 95%, 75% and 60% for S. carpocapsae.

The results also revealed the susceptibility of the
greater sugar cane borer larvae, S. cretica to infection
with EPN. The mortality reached 100% for the con-
centration 1000 IJ/ml H,O and recorded 84% and
64% for the concentration 500 and 250 Ij/ml H,O,
respectively for H. bacteriophora. BA2 caused 84%,
64% and 52% for the concentration 1000, 500, 250
IJ/ml H2o, respectively. On the other hand, the apple
tree borer larvae, Z.pyrina, showed more susceptibility
to S. carpocapsae than to H. bacteriophora. The mortal-
ity percentages ranged from 100% to 90% for 1000,
500 and 250 IJ/ml H,O, and 90%, 75% and 60% for

the same concentration, respectively.
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Desert Actinomycetes as a Novel Source of New
Antimicrobial Agents

Wael Nabil Hozzein
Faculty of Science, Beni-Suef Branch, Cairo University, Cairo, Egypt

EXECUTIVE SUMMARY

The main aim of the project was to test the abilities of desert actinomycetes as a new possible source to find a novel
lead compound for drug development. For this purpose, a hundred (100) soil samples were collected from six dif-
ferent localities representing different desert and arid regions in Egypt. Different selective isolation techniques and
pretreatments were used in isolation to yield, as much as possible, novel and diverse active taxa. About 200 strains
have been isolated from the collected soil samples. The results of the selective isolation work were published in a
research article in the World Journal of Microbiology and Biotechnology, Hozzein, W. N., Ali, M. I. A. and Rabei
W. (2008). A new preferential medium for enumeration and isolation of desert actinomycetes. World Journal of
Microbiology and Biotechnology 24:1547-1552.

The isolated strains have been de-replicated by color grouping and some representatives were selected for the
screening process. The selected strains have been screened for the production of antimicrobial agents against dif-
ferent pathogenic test organisms. The results of the preliminary screening were encouraging as about 42.67% of
the tested strains were biologically active. The morphological and chemotaxonomical characteristics of some repre-
sentatives of the selected strains have been studied. These phenotypic characteristics revealed the genus affiliation
of the strains and the genus biodiversity of the desert actinomycetes. The results of the antimicrobial activities and
genus diversity of the isolated desert actinomycete strains were introduced in the 14t International Conference for
Arab Biologists which was held at Suez Canal University from 15 to 19 April. The paper entitled ‘Genus Diversity
and Antibacterial Activities of Some Desert Actinomycetes’ was published in volume 17B in the journal of Union
of Arab Biologists.

Based on the bioactivity data, one interesting strain, designated D332, was selected due to its wide broad spec-
trum and high productivity for further work. The optimization of the production rate of the active metabolites
produced by the most potent actinomycete strain was carried out by optimizing the different environmental condi-
tions and nutritional requirements affecting the production rate.

Partial purification of the bioactive compound produced by strain D332 was carried out and the antimicrobial
activity during production, extraction and partial purification of the active compound was checked on Bacillus
subtilis seeded agar plate. The partially purified bioactive compound produced by the most potent isolate was char-
acterized chemically on precoated thin layer chromatography plates after spraying with different spray reagents.

Then the most active actinomycete strain was identified to the species level by studying its morphological (cul-
tural characteristics, spore surface and spore morphology by electron microscopy), chemotaxonomical (diaminopi-
melic acid (DAP) isomer type, whole-cell sugar and phospholipids pattern) and molecular characteristics (16S
rDNA gene sequencing and phylogenetic analysis). All the obtained results confirmed the assignment of strain
D332 as a new member of the genus Strepromyces.

In conclusion, desert habitats seem to be a new source for the isolation of novel actinomycetes with good biologi-
cal activities which could provide novel candidates for drug discovery. Finally, a third paper was written from the
results and submitted for publication and another article will follow.
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The Project Description

The project research design and methodology was as
follows:

1. Collection of the Desert Soil Samples

About 100 soil samples representing different desert
habitats in the Eastern and Western Desert of Egypt.
Soil samples were taken from a depth of 5-20 cm below
soil surface with a collecting spatula in clean sterile plas-
tic bags. The soil of the top region (5 cm of the surface)
was excluded and most of the collected samples were
obtained from the rhizosphere of the dominant plants
if present. The soil samples were air-dried at room
temperature for 7-10 days and then passed through
a 2 mm sieve to remove gravel and debris. A mixture
of the samples from each site was made by mixing the
samples thoroughly. The sampling and soil preparation
took about one month.

2. Characteristics of the Study Area
2.1 Climate

Meteorological parameters of the study areas including
temperature, rainfall and relative humidity were ob-
tained from Beni-Suef and Giza weather stations.

2.2 Chemical Analysis of the Soil Samples

Samples were suspended in distilled water at 1:5, shak-
en vigorously to ensure uniformity, and then allowed to
settle down for about 10 min. Hydrogen ion concen-
tration was measured by using a Beckman digital pH
meter. Organic matter content was determined by us-
ing the wet combustion method of Walkley and Black
after Tan (1996). Total carbonates were determined by
the rapid titration method according to Grimshaw ez
al. (1989), bicarbonates by titration with standard po-
tassium bisulfate and chlorides by titration with silver
nitrate as described by Piper (1944). Total soluble salts
were determined by evaporation of the soil extract and
expressed as a percent of the soil weight according to

Jackson (1967).

3. Microbial Structure and Selective
Isolation of Actinomycetes

Soil dilution plate technique (Johnson ez a/. 1959) was
used for this purpose. Serial dilutions of the air-dried
soil samples were made by aseptically adding 1 g of soil
to 9 ml of sterilized distilled water (10-1), mixed by
shaking and further tenfold dilutions were made till
10-6.

Section I

Three different agar media were tested for their ef-
ficiency for enumeration and isolation of desert acti-
nomycetes; namely, glucose-yeast extract (Gordon and
Mihm, 1962), soil extract (Atlas, 1997) and a mini-
mal medium (MM) designed by us, of the following
composition (g/l): glucose, 0.5; yeast extract, 0.5;
K2HPO4, 1; MgSO4.7H20, 0.5 and NaCl, 0.5. All
media were supplemented with 18 g agar and MM was
supplemented with 1 ml of a microelement stock solu-
tion (Labeda and Shearer, 1990). Tenth milliliter ali-
quots of each soil dilution were spread over the surface
of the isolation plates which were then incubated for 21
days at 30°C. Three replicates were used for each dilu-
tion and the most suitable dilutions for counting were
selected. The average colony count of bacteria, actino-
mycetes and fungi formed on a plate was calculated.
Colonies were recognized by their characteristic cul-
tural and morphological features, and sometimes after
microscopic observations. After incubation at 30°C for
three weeks, the plates were checked to select the colo-
nies to be purified by streaking on the same isolation
medium and subcultured for further work. The isolated
strains were preserved in 20% glycerol at —20°C.

4. Study the Genus Biodiversity of
the Isolated Desert Actinomycetes in
Relation to Environmental Conditions

Identification of the isolated desert actinomycetes to
the genus level was conducted by studying the morpho-
logical and cultural features according to the guide de-
scribed in Bergey’s Manual of Determinative Bacteriol-
ogy (Holt ez al., 1994). For morphological and cultural
examinations, the purified isolates were inoculated on
modified Bennett’s agar (Jones, 1949) and oatmeal agar
(ISP 3; Kiister, 1959) plates and were incubated for
14 days at 30°C. Isolates were then assigned to groups
based on aerial spore mass color, reverse pigment color
and the color of any diffusible pigments. Glass cover-
slip cultures were prepared as described by Kawato and
Shinobu (1959) on yeast extract-malt extract agar (ISP
2 medium; Shirling and Gottlieb, 1966) and the mor-
phology of sporophores and spore chains was observed
under the light microscope after incubation for 2 weeks
at 30°C. Then, the diaminopimelic acid isomer type
was determined as described by Hasegawa ez /. (1983).
The obtained results from the above mentioned experi-
ments were used to assign the isolated desert actinomy-
cetes to the genus level. A relationship between the ge-
nus biodiversity in relation to the environmental condi-
tions prevailing in the isolation localities was evaluated.



Some Studies for Preparing Superamolecules Species
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SUMMARY

I received a grant from the CSSP, Bibliotheca Alexandrina for one year via this grant, I took the opportunity to
make a scientific cooperation with the research group at Aalborg University, Denmark for three months. During
this short visit, I have participated in a scientific workshop for four days. Where I learned to prepare the starting
material (p-tert-butyl thiacalix [4] arenes). I gained great experience working on proton magnetic resonance spec-
troscopy apparatus. I bought high quality UV lamp for Chromatography detection as well as three important books
related to my research fields. I have learned new techniques and new ideas which are very important for my career.
After I came back to my home country, I continued working in my project plan. I prepared and introduced two dif-
ferent chiral carbon atoms in the thiacalixarene based compounds, by different spectroscopic methods (IR, Proton
NMR and MALDI-TOF spectroscopy). I synthesised some thiacalixarenes based compounds with further sulphur
atom which are considered new compounds. One of them is registered at Cambridge Crystallographic Data Center
(CCDQ), U. K under: (DeDosited Data -CCDC 299162).

As for the scientific publications, I have already submitted one article for publication in an international journal
in Japan and the other one is under preparation to be submitted in an international journal. In addition to the above

results, there are some data under investigations.

Description of the Research Project and
its Results

I signed the project contract in May 10, 2005 with the
CSSP. After that, I started preparing the project pro-
gram. In addition, I made a scientific collaboration
with Prof. Kim L. Larsen, Department of Biotechnol-
ogy, Chemistry and Environmental Engineering, Aal-
borg University, DK-9000, Aalborg, Denmark, who
invited me to visit him and join his group for three
months.

Scientific Collaboration

Outcome of my visit to Denmark:

1. I have prepared for the first time the starting mate-
rial (p-tert-butyl thiacalix [4] arenes) which is very
expensive to buy through the chemical companies.

2. Participating in a scientific workshop during the period
from 16 t018 November, 2005: “Novel Technologies
to Overcome Drug Delivery and Formulations Barri-
ers; Recent Developments”. During the course of this
workshop I learned different ideas from a number of
Professors working at different Universities in Europe.

3. I'have succeeded to buy an apparatus (UV. lamp) for
chromatography detection which is very useful to

our Faculty of Science, Sohag. So far 6 undergradu-
ate, 4 graduate students, and 5 faculty staff members
are using the UV Lamp in their research work.

4. I gained experience in using the proton magnetic
resonance spectroscopy apparatus during my stay in
Denmark.

5. I have added three important books to my scientific
library. These books are also available for my col-
leagues here to use anytime in their scientific research.

6. Ileft a good impression as an Egyptian researcher in
Prof. Kim L. Larsen group and we will continue our
collaboration.

7. In addition to all the above mentioned items we dis-
cussed different scientific research points and trans-
ferred some ideas to the group members in Denmark.

Conclusion

I have succeeded to synthesize and introduce two dif-
ferent chiral carbon atoms in the p-tert-butyl thiaca-
lix [4] arenes structure; the prepared compounds were
characterized by different spectroscopic methods (IR,
Proton NMR and MALDI- TOF spectroscopy). The
results have been prepared and already submitted for
publication. The following is an abstract from the ar-
ticle.
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Recommendations

1. Thiaclixarenes compounds as a monograph in su-
peramolecular chemistry is considered a new branch
in organic chemistry that should be encouraged es-
pecially in Egypt. To the best of my knowledge, I am
the only researcher in Egypt working on this subject.

2. I recommend group research plans along with indi-
vidual research plans for the CSSP Library of Alex-
andria.

3. X -ray diffraction investigations of Thiaclixarenes
crystals compounds should be studied by some theo-
retical calculation on the intermolecular interactions.

4. 'The prepared tetrakis ((ethoxythiocarbonyl) meth-
oxy) tetrathiacalix [4] arenes are promising positive
sense in complexations.
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Synthesis and Simple Separation of Thiacalixarene
Diastereomers

Omran A. Omrana@*, Kim L. Larsenb, Donghong yub and Reinhard Wimmerb.
aChemistry Department, Faculty of Science, South Valley University, Sobag, Egypt.
tDepartment Of Biotechnology, Chemistry and Environmental Engineering, Aalborg University, Aalborg, Denmark.

ABSTRACT

Two different 1, 3-Distal thiacalix [4] arenes were prepared by the reaction of thiacalix [4] arene with phenacyl
and/or p-nitro phenacyl bromide in acetone or acetonitrile in the presence of dry CsOH. The prepared 1, 3-distal
disubstituted thiacalixarenes afforded two pairs of diasteromers upon bromination in chloroform. The obtained
diasteromers were separated by fractional crystallization in a mixture dichloromethane-acetone.

Synthesis of some new thiacalixarenes based compounds which could be applied for complex investigation and
used for the purification of some wastes due to having some special properties. The new compounds structures were
separated by different separation techniques (Column chromatography and crystallization) and characterized by
the different Spectroscopic methods. In addition, one of them has been characterized by X-ray diffraction methods
and the crystal structure has been registered at Cambridge Crystallographic Data Center (CCDC), U.K under:
(DeDoslted Data -CCDC 299162).

The following is an abstract from the article.

Studying the Reaction of Lawesson Reagent with
Tetrakis (ethoxycarbonyl) methoxy) Tetrathiacalix [4]
arenas

Omran A. Omran?, Kim L. Larsenb, Donghong yub and Reinhard Wimmerb,
aChemistry Department, Faculty of Science, South Valley University, Egypr.
®Department of Biotechnology, Chemistrry and Environmental Engineering, Aalborg University, Aalborg, Denmark.

ABSTRACT

Partially and completely carbonyl thiation of tetrakis ((ethoxycarbonyl) methoxy) tetrathiacalix [4] arenes were
prepared by studying its interaction with Lawesson’s reagent in dry toluene as solvents under reflux for a week. The
prepared compounds were characterized by different spectroscopic methods (JR, IHNMR, MALDI- TOF & X-
ray). I would like to emphasize that the prepared compounds in the past two points (1, 2) will be synthesized in a
large scale for applications.

Under investigation I am studying two different important reactions with thiacalixarenes which are:

a. 'The interaction of lawesson’s reagent with thiacalixarenes, as a new route for phosphorylation of thiacalixarenes.
b. The interaction of Diethyl bromomalonate with thiacalixarenes under different alkali metal ions.

In Addition to the above items from 1-3 there are also a few attempts for the thiacalixarenes derivatizations.
Again, I would like to thank the Bibliotheca Alexandrina for their financial support which allowed me to modify
and continue my research.
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ABSTRACT

Many bridges in the world are considered deficient and in need of rehabilitation or replacement. Some of them
are deficient because their load-carrying capacity is inadequate for today’s increased traffic load. To improve their
efficiency and increase their load capacity, several methods can be used; one of them is the External Prestressing.
In order to avoid corrosion problem that face this type of strengthening, Fiber Reinforced Plastics (FRP) can be
used instead of steel tendons. Within the different types of FRP, Parafil rope was established to be well suited for
the prestressing system, combining the benefits of light-weight, high strength, easy handling and efficient anchor-
age system. Nine continuous reinforced concrete beams, one with an ordinary steel reinforcement only and the
rest with strengthened externally using Parafil Ropes Type G, were tested up to failure. Five factors were studied to
investigate their effect on the behavior of strengthened beams. These factors are the value of the external prestressing
force and its eccentricity, loading pattern, tendon profile and deviator positions.

Analytical investigations were also conducted to propose simple equations that could be used in the analysis of
this beam type, regarding its deflection and flexural strength with an acceptable accuracy. The study indicated that
external prestressing using Parafil rope is a very powerful system for strengthening or rehabilitation of continuous
reinforced concrete structures. Moreover, providing external prestressing force by a moderate amount improves the
stiffness and both the cracking and ultimate flexural strength of continuous reinforced concrete beams without
significant reduction in ductility. The modifications made to the methods used to calculate deflection and ultimate
moment of reinforced concrete, generalised these methods. These methods, after modification, were found to give
fairly accurate results. Furthermore, the suggested modification to the flexural strength calculation methods as well
as the proposed method made the analysis of the externally strengthened continuous beams under ultimate loads
less complicated and with reasonable accuracy.

1. Introduction

External prestressing method is considered as one of the using FRP tendons may differ from those strength-

efficient strengthening methods used to increase the ca-
pacity of structural members especially in flexure and
shear. However, the lack of data regarding the behav-
ior of external prestressed concrete beams especially at
ultimate can be considered the main obstacle against
wider use of this system. This is because the behavior of
externally prestressed beams not only differs from that
of ordinary bonded prestressed beams due to the lack
of bond between tendons and concrete, but it is also
different from that of internal unbounded prestressed
concrete beams, due to the reduction in the effective
depth of the tendons during loading.

To overcome the corrosion problem that appears
when using external steel tendons and reduce or elimi-
nate the maintenance cost of the structures, FRP start-
ed, during the last decade, to replace steel as external
tendons due to its high corrosion resistance and high
strength. This adds another difficulty during the analy-
sis of the prestressed concrete beams strengthened using
FRP tendons, as the behavior of beams strengthened

ened using steel tendons especially at ultimate. This
is because of the lower elastic modulus and the linear
stress-strain relationship till failure of FRP that can
change the failure type of the beam and affect the in-
crease of the tendons’ stress.

Although several researches were carried out to
study the behavior of the beams strengthened using
unbonded or external steel tendons and examine the
factors affecting it (Harajli, 1990. Harajli and Kanj,
1992; Chakrabarti, 1995; Naaman and Alkhairi, 1991
part 1 and 2), few studies were carried out to study the
behavior of beams strengthened externally using FRP
tendons (Aravinthan et 4/, 1997; Ghallab 2001). In
addition, these studies focused mainly on the determi-
nate structures, simple beams, whereas the application
of the external prestressing in strengthening continu-
ous beams, which are commonly seen in practice, has
not been adequately addressed, and a few researches
were conducted for this purpose.
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1.1 Objectives of the Present Investigation

The objectives of this investigation can be summarized
as follows:

* Study experimentally the influence of the follow-
ing factors on the behavior of reinforced continuous
concrete beams after being externally strengthened
using Parafil rope type G with particular attention
to crack formation, camber and deflection, losses in
tendon’s eccentricity, variation in internal and ex-
ternal prestressing force, and cracking and ultimate
strengths.

—  Value of external prestressing force

— Effective depth of the external prestressing force
— Loading pattern

— Tendon profile

— Location of deviators

* Obtain simple equations that can be used to calcu-
late the cracking and ultimate strengths and are less
complicated and time consuming.

* Modify some of the existing methods of deflec-
tion calculation to externally prestressed continuous
beams.

1.2 Outline of the Report

For a better understanding of the behaviors of external-
ly prestressed simple and continuous beams and the dif-
ference between them, a review of literature related to
the external prestressing system, FRP and Parafil rope
was carried out and is presented in chapter 2.

Chapter 3 is concerned with the manufacture and
testing of the specimens. Material characteristics, test
equipment and test procedure are all incorporated. The
behavior of test specimens and the test results are pre-
sented in chapter 4.

Chapter 5 presents an extensive discussion of the test
results as well as relations between some parameters. A
brief literature review of the analytical methods used to
calculate deflection and ultimate moment of bonded
and unbounded prestressed concrete beams is present-
ed in chapter 6, which is then extended to describe the
behavior of the reinforced concrete continuous beams
after being externally strengthened.

Finally, chapter 7 includes a synopsis of the main
observations and conclusions obtained from the experi-
mental and analytical works, and a number of sugges-
tions for further research.

Section IV

2. Literature Review

Introduction

External prestressing system and behavior of externally
prestressed beams with steel and fiber reinforced plas-
tics (FRP) tendons are discussed in this chapter. Several
types of the commercial fiber reinforced plastics used in
prestressing are also compared and their properties are
discussed. Finally, the properties of Parafil rope and its
anchorage are presented and discussed.

2.1 External Prestressing

External prestressing is the form of prestressing in which
the prestressing tendons are unbonded and are outside
the concrete section, and their load is transferred to
the concrete through end anchorages and deviators as
shown in Fig. 2.1. Bruggeling (1990) mentioned some
reasons for the development of this type of prestressing:

1. The demand for methods to repair prestressed con-
crete bridges with corroded prestressing tendons or
to strengthen concrete bridges or other structures al-
ready in use, due to the increase of traffic loads.

2. The need for less complicated profile of prestressing
tendons in the concrete structures. Simplifying ten-
don profiles has its effect on the concretion of the
structure, the stressing of the tendons (friction prob-
lem) and the grouting of ducts (interaction between
adjacent ducts).

3. The growing interest in methods in which the influ-
ence of workmanship on the overall quality of the
realized concrete structures is reduced.

4. 'The need to maintain and repair concrete structures,
especially bridges, without harming the use of the
structure, e.g. by closing off the traffic on the bridge
or viaduct. In such cases, the use of external cables
offers a very good solution.

5. New development in bridge design and construction
results in the use of external cable.

2.2 Method and System of Strengthening

External prestressing can be considered as one of the
most efficient methods for strengthening. It requires a
minimum of demolition and has only a minor impact
on the overall structure with significant improvement
in strength. This extends the life span of the structure at
a very reasonable cost. Various components constitut-
ing the system of external prestressing include



a. Outside the box

Flexural Behaviour of Externally Prestressed Continous Concrete Beams

b. Inside a box section

¢. Transversal and longitudinal external prestressing
for the reinforcement of the Raba bridge a Sarvar (Hungary)
(Freyssinet, 2009)

d. Silos strengthened with external prestressing in Brej (PL)
(Freyssinet, 2009)

Figure 2.1 External prestressing tendons layout

2.2.1 Tendons

Several types of tendons can be used to strengthen
concrete members such as: steel, Carbon Fiber-rein-
forced plastic (CFRP), Aramid Fiber-reinforced plastics
(AFRP), or Glass Fiber-reinforced plastics (GFRP), etc.

The main requirements of Reinforcement for Pre-
stressed Concrete are:

* High tensile strength: Reinforcement used in pre-
stressed concrete must have high tensile strength
to enable it to counterbalance the high creep and
shrinkage losses in concrete and have adequate resid-
ual stress to sustain the required prestressing force.

* Low relaxation: Stress relaxation in prestressing ten-
don is the loss of prestress when the wires or strands
are subjected to essentially constant strain; so the
smaller the relaxation, the higher the effective pre-
stressing.

* High resistance to corrosion and deterioration of
strands: Corrosion decreases the cross-sectional area
of the tendon and hence increases the applied stress.
This stress can increase becoming higher than the
nominal strength of the tendons which leads to

premature failure of the tendons and failure of the
structural system.

*  Modulus of elasticity (Young’s modulus): High mod-
ulus is needed to limit the extension of material dur-
ing stressing, whereas the low modulus reduces losses
due to creep and shrinkage of the concrete. During
prestressing, the extension of tendons can be man-
aged so using lower modulus will be an advantage.

The tendons mostly used for prestressing are:

2.2.1.1 Steel Tendons

There are three main types of tendons used in pre-
stressed concrete: wires, strands (made of several wires),
and bars. Fig. 2.2 shows typical stress-strain curves for
prestressing steel compared with reinforcing steel. In pre-
stressing steel, the yielding point is not well defined and
because of this, the yield strength is determined accord-
ing to strain criteria. There are different equations ac-
cording to the building codes. Theoretically, the propor-
tional limit is fixed to the point in which the stress-strain
curve deviates from the linear trend; usually the propor-
tional limit is determined by the stress corresponding to
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a residual of 0.01%. The elasticity modulus of steel is
essentially a constant, independent from strength.
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Figure 2.2 Stress-strain curves, (Collins and Mitchell 1991)

However, this modulus is smaller for the strands
which are made with several wires.

The prestressing steel is more sensitive to corrosion
than reinforcement steel bars (Collins and Mitchell
1991). This is because the diameter of tendons is rela-
tively small and high-grade steel is more susceptible to
corrosion compared to ordinary reinforcement steel.
Even a small uniform corrosive layer or a corroded spot
can substantially reduce the cross-sectional area of the
steel. The exposition of unprotected steels to the envi-
ronments, even for a few months, can produce a larger
reduction of mechanical properties and of fatigue life.
If unbounded tendons are used, they must be protected
by anti-corrosive material such as asphalt, grease, oil or
a combination of grease and plastic tubing.

2.2.1.2 FRP Tendons

Using steel as external prestressing tendons increases
the chance of corrosion. This problem can be overcome
by using fiber reinforced composites instead of steel as
the external prestressing tendons. Composite materials
typically consist of fibers and a matrix material. Several
high strength fibers exist for possible use as non-metal-
lic tendons in prestressed structures. The most popular
fibers used for prestressing tendons are glass, aramid
and carbon fibers. The selection of the fiber is primarily
based on consideration of cost, strength, rigidity, and
long-term stability. The fibers may be used individually,
as rope (e.g. Parafil rope), or encased in a resin such as
epoxy to form bars. The physical performance of the
fiber reinforced composite depends on several factors
such as fiber type, matrix type, adhesion between the
fiber and the matrix, manufacturing techniques, etc.

The following are the most common types of FRP
tendons used in prestressed concrete:

Glass Fibers (GFRP)
Glass fibers are the most common of all reinforcing

fibers for FRP. Three main types of glass fibers are gen-

Section IV

erally used: E-glass, which was developed for electrical
applications; S-glass, which was developed for struc-
tural applications;

Z-glass with high resistance to alkalis. Young’s
modulus of glass fiber ranges between 72 and 85 GPa
whereas its tensile strength ranges between 34004580
MPa (Vaughan, 1998).

Carbon Fibers (CFRP)

The production of commercial carbon fibers begins
with organic precursors such as rayon, Polyacrylonitrile
(PAN), isotropic and liquid crystalline pitches.

Depending on variables such as precursor heat
treatment and degree of stretch during processing, the
strength and elastic constants of carbon fibers can vary
greatly (Bakis, 1993). Young’s modulus of carbon fi-
ber ranges between 230 and 830 GPa while its tensile
strength ranges between 2200 and 5650 MPa (Lafdi
and Wright, 1998). Carbon fibers, in general, are not
affected by moisture, atmosphere, solvents, bases or
weak acids at room temperature.

Aramid Fibers (AFRDP)

Aramid is a generic term for ‘Aromatic Polyamide
Fibers'. Aramid is an organic, man-made fiber with a
high degree of crystallinity. Aramid fibers have a high-
ly anisotropic structure that leads to low longitudinal
shear modulus, poor transverse properties, and low axial
compressive strength. In additon, the interfacial bond
strength between aramid fibers and epoxy resins is nor-
mally lower than experienced with carbon fiber com-
posites (Jang, 1994). However, aramid has high fatigue
resistance, static and dynamic, high specific strength,
toughness and creep resistance combined with mod-
erate cost. Young’s modulus of aramid fiber range be-
tween 54 and 143 GPa while its tensile strength ranges
between 2900 and 4590 MPa (Clements, 1998).

Fig. 2.3 shows typical stress-strain relationships for
different types of FRP and high tensile steel whereas
Table 2.1 shows a comparison between their properties.

It should be noted that when comparing the several
commercial FRP bars with prestressing steel, the ratio
of fiber volume must be taken into consideration.

Advantages of Fiber Reinforced Plastics (FRP) Com-
pared to Steel (Arnold ez al., 1991; Erik and Rizkalla,
1993; Meier, 2000)

* High ratio of strength to mass density (10 to 15
times greater than steel).

* FRP reinforcement generally has a mass only one-
seventh to one-fifth of steel reinforcement of equiva-
lent diameter. The reduced dead weight of the deck
allows the bridge to carry an increased traffic load.

e Carbon and aramid fibers have excellent fatigue
characteristics.
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ABSTRACT

The purpose of this report is to introduce the concept of deployable structures, and investigate the potential for
using different types of them and the methods of their modelling and analysis. First, the report starts with an in-
troduction to define the meaning of deployable structures, their characteristics and use. The main types of these
systems and their applications in both civil field and aerospace industry are also given. Next, it describes the method
of analysing these structures, and introduces the new deployable structure with continuous compression member
and the numerical model for the canopy system. A new deployable arch and the model of proposed restraining
systems are then introduced. In addition, this report describes how this process has been carried out and presents

an assessment of the results.

Finally, concluding remarks and comments on the new types of deployable structures and recommendation for

future work are given in the last section.

Introduction

Deployable structures are structures capable of large
configuration changes in an autonomous way. These
structures are used for easy storage and transportation
and when required, they are deployable into their ser-
vice configuration.

Deployable structures have many potential applica-
tions both on earth and in space. In civil engineering,
temporary or emergency structures have been used for
a long time. More recent applications are retractable
roofs of large stadium, exhibitions and theatres. These
structures are characterized by their rapid deployment
and easy folding. In space, there is a growing need for
erectable structures to be assembled there. Therefore,
deployable structures are the only practical way to con-
struct large, lightweight structures for remote locations
in space. Recent development of deployable structures
based on the tensegrity concept for applications in
space, such as deployable masts and reflector antennas
used for small satellites has been achieved.

The key step in the design of tensegrity structures is
the form-finding analysis (finding the initial prestressed
configuration). From the deployability point of view,
tensegrity structures are very interesting since the com-
pressive elements are disjointed. This provides the pos-
sibility to fold these members and hence the structure
can be compactly stowed.

Many concepts for large deployable space structures
have been developed over the last years. Space antennas
and reflectors for telecommunications and earth sens-
ing, or multipurpose earth orbiting space platforms are
the main applications for these structures.

The idea to construct structures that include a large
number of bi-stable elements (struts) and to exploit the

two stable states to set up different configurations of
the structure, has been proposed and investigated to be
used in many potential applications that include robot-
ic manipulator arms, surfaces that control ventilation
in building and active facades that control the sunlight
entering a building. The bi-stable snap-through strut is
based on the mises truss (the mises truss is a three-pin-
arch constructed from two struts of equal length).

One of the most basic and dominating deployable
systems is the deployable scissor structure. It is a deploy-
able bar structure that consists of units where each unit
is composed of a pair of bars. The unit is called a scissor
unit, which consists of two straight bars connected to
each other at an intermediate point with a pivotal con-
nection, and hinged at their end nodes to end nodes
of other units, allowing a compact and deployed con-
figuration. Many applications of these structures have
been proposed, ranging from civil engineering field to
aerospace industry. A simple two-dimensional foldable
structure can be made from two sets of parallel straight
rods connected by pivots at the intersection points.

Recently, a new type of deployable systems has been
proposed which is currently developed. This system
consists of a very flexible compression member which is
stiffened by additional vertical struts and diagonal wires.
This stiffening is activated through prestressing a main
tension cable till the desired deployable curved shape.
Another similar idea was proposed to get an arched de-
ployable structure, where bending a linear flexible com-
pression member and holding it into the desired shape
by the use of a fabric web derive the form. Prestressing
of the web produces a form that is well suited to cope
with environmental loadings. This idea was successfully
applied to a military shelter.
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ABSTRACT

Service Oriented Computing (SOC) is the new emerging paradigm for distributed computing and e-business
processing that is changing the way software applications are designed, architected, delivered and consumed. Ser-
vices are autonomous platform-independent computational elements that can be described, published, discovered,
orchestrated and programmed using standard protocols for the purpose of building agile networks of collabo-
rating business applications distributed within and across organizational boundaries. Engineering and modeling
service-oriented architectures need extensions to existing modeling techniques and methodologies. In this paper,
we propose a UML profile for service-oriented architectures. We consider this a step towards properly engineering

web-services.

Keywords: Engineering Web-services, UML profiles.

1. Introduction

Service-oriented architectures can be considered the
natural evolution of component based development. In
recent years, web-services have become a field of inter-
est for both academia and industry. For an industry to
gain momentum and evolve as a scientific discipline,
software engineering best practices have to be applied.
Very few research activities were devoted to software
engineering for service-oriented architectures. In this
research we illustrate our efforts in developing a UML
profile for service-oriented architectures.

2. Background

OMG has published the UML for Object Oriented
Analysis and Design. OMG has published extension
mechanisms for UML so that any organization can de-
fine new notations that will serve in a new domain of
interest; this extension mechanism is called the UML

Profiles[]].

2.1 Unified Modeling Language (UML)
The Unified Modeling Language (UML) is a language

for specifying, visualizing, constructing, and docu-
menting the artifacts of software systems, as well as for
business modeling and other non-software systems.
The UML represents a collection of engineering prac-
tices that have proven successful in the modeling of
large and complex systems. The UML is a language,
not just a notation for drawing diagrams. The UML
is not a process; it provides a modeling language with-
out enforcing a lifecycle. The UML can be extended to
model new elements using the concepts of stereotyping
and tagged values.

Stereotypes

Stereotypes are mechanisms for introducing new types
of modeling elements. Stereotypes are strings enclosed
in (<< >>), preceding the name of an element. They
may have an associated graphic icon or graphic marker.
The new modeling elements that can be introduced us-
ing stereotypes must be subclasses of existing modeling
elements.

Service Oriented Architecture (SOA) is an architec-
ture composed of loosely coupled discrete functions.
Each function can be considered an independent ser-
vice that can be used in many scenarios. The SOA is
not a new architecture but it has been the talk of the
hour because of the emergence of the web services tech-
nology. After all the attention the SOA has taken, it
became a clear demand that UML profiles are required
to model SOA. In this paper we propose a UML profile
to model SOA.

3. SOA Profiles

Recently the web service architecture working groups
have published a new web service architecture docu-
ment [2] where they introduced four models for mod-
eling service oriented architectures. The four models
are: the service oriented model, the message oriented
model, the resource oriented model and the policy
model. Based on these models we have introduced five
UML profiles for modeling service oriented architec-
ture in UML. Four of these models are mapping for
these architectural models:

Service Profile, the Resource Profile, the Message
Profile, and the Service Policy profile. We propose an
additional profile for agents dealing with services. An
agent may be a provider or a user of the service. The rest
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call this operation. If the permission is granted the Sup-
plier Agent Manager invokes the operation from the
Supplier Interface (service interface) which in turn in-
vokes the operation in the Inventory lnterface (service
task interface) and waits for the return till it reaches
back to the Supplier Agent Manager.

The Supplier Agent Manager then calls its method to
send the availability to the Service Transport Manager
which then sends the response back to the buyer.

5. Conclusion

The technology of Web Services and SOA are migrating
from research labs to software engineering centers. As
the rate of this migration increases, it will become in-
creasingly important to develop and make use of tech-
niques for analyzing, specifying, designing, and verify-
ing Web Services and SOA. Without such techniques,
sac will not realize the potential it has. The UML Pro-
files presented in this paper are based on the newly
presented web services architecture models. We have
mapped these architectures into UML profiles. In this
paper, we presented the notations and the stereotypes.

Section V'

These profiles need further work especially in the
area of the service choreography and web service
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Using Change Propagation Probabilities to Assess Quality
Attributes of Software Architectures 1

ABSTRACT

The study of software architectures is gaining importance due to its role in various aspects of software engineering,
such as product line engineering, component based software engineering and other emerging paradigms. With the
increasing emphasis on design patterns, the traditional practice of ad-hoc software construction is slowly shifting
towards pattern-oriented development. Various architectural attributes like error propagation. change propaga-
tion and requirements propagation provide a wealth of information about software architectures. In this paper, we
show that Change Propagation Probability (CP) is helpful and effective in assessing the design quality of software
architectures. We study two different architectures (one that employs patterns versus one that does not) for the
same application. We also analyze and compare the change propagation metric with respect to other coupling-based
metrics.

Keywords: Software Architecture, Architectural Attributes Design Quality, Design Patterns and Change Propagation

Probability.

1. Introduction

The study of software architectures is gaining impor-
tance due to its role in various aspects of software en-
gineering, like product line engineering, component-
based software engineering and other emerging para-
digms. Various architectural attributes like error propa-
gation, change propagation, requirements propagation
were proposed to evaluate software architectures [12].

In this paper, we mainly plan to work with the spe-
cific architectural attribute Change Propagation (CP).
CP reflects the probability of a change to be made in
one or more of the components in architecture as a re-
sult of introducing a change in one of the components.
This work is part of a larger effort to analyze and vali-
date various architectural attributes like Error Propa-
gation [2], Change Propagation [3], Requirements’
Propagation [17], Diagonality [12], Product-Line
Properties [18], etc. Our main objective is to show the
role and use of CP in assessing the design quality (e.g.,
extensibility, maintainability, reusability etc.) of soft-
ware architectures. We will illustrate how, in our view,
the perspective and insights offered by CP complement
the information provided by traditional object-oriented
metrics.

The rest of this paper is organized as follows: In sec-
tion 2, the definition and estimation of change propa-
gation are given. Section 3 introduces the methodology
used in the research. In section 4, a couple of sample
applications and their results are discussed. In section 5,
our change propagation metric is compared with other
coupling-based metrics. In sections 6, related work is
presented . In section 7, conclusion and future pros-
pects are discussed.

2. Background
2.1 Design Patterns

A design pattern [8] is a solution to a design problem
that recurs in a particular context. Since the idea was
first communicated, design patterns have been con-
sidered an important aspect in the design of software
architectures. The practice of ad-hoc software design is
slowly shifting towards pattern-oriented development
[16].

Designers can try to identify the various aspects of
design problems associated with the application, and
then they can choose some of the successful design pat-
terns from a pattern repository to solve the problems.
There are many advantages for using the various design
patterns with respect to software architectures. Some
of these advantages include: improving the reusability,
extensibility, and maintainability of a software architec-
ture.

2.2 Object-oriented metrics

Object-oriented metrics play a vital role in determining
the design quality of software architectures. These re-
flect various design aspects like complexity, modularity,
change proneness etc about the components or about
an architecture in general.

In this paper we mainly deal with the Chidamber
and Kemerer object oriented metrics [6] like Coupling
Between Objects (CBO) [6], Response For a Class
(RFC) [6] and Weighted Methods per Class (WMC)
[6]. Apart from these, metrics like Message Passing
Coupling (MPC) [5] and McCabe Cyclomatic Com-
plexity (MCC) [10] have also been considered.

Coupling Between Objects (CBO) is defined as the

number of the components coupled to a component in
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an architecture. Response For a Class (RFC) is the sum
of all the methods that can be invoked in response to a
message to an object of a component or by a method of
the component. Weighted Methods per Class (WMC)
is the sum of the complexities of all the methods in a
component. Message Passing Coupling (MPC) is the
sum of the number of method calls made by all the
methods in a component. McCabe Cyclomatic Com-
plexity (MCC) is the sum of the number of flows in all
the methods.

2.3 Change Propagation Probability

In this section, we introduce the definition of change
propagation followed by a few equations to estimate
change propagation. Let us consider a software architec-
ture modeled by components and connectors. We are
interested in the maintainability of the products instanti-
ated from it. Change propagation probability CP = [cpij]
for an architecture is the conditional probability that a
change originating in one component of the architecture
requires changes to be made to other components. The
estimation of the elements cpij of the change propaga-
tion matrix CP is based on the following definition [3]:
Definition. Given components C; and C; of a system
S, the change propagation probability from C; to
C; is denoted by cpij and defined as the following
conditional probability:
cpy = Pr(([Cl=[CDIC!]=[CDASI=[SD)

(1) where [X] denotes the functionality of compo-
nent/system X and S’ is the system obtained from S
by changing C; into C;” (and possibly C; into C; as a
consequence).

An architecture can be seen as a collection of com-
ponents C;, i=1,..., N. With every component C;, we
associate the set Vi of the interface elements of the
provided functions of C;. We determine the usage coef-
ficient value T/’ for every interface element V€V and
every other component C;, j=i. They take binary values:

¢ T/=1, if the interface element v provided by C; is re-
quired by C;. This means that any signature change
in component C; associated with interface element v
w?ll propagate to component C;
ij .
e T, =0, otherwise.

In [3], AbdelMoez ez al proposed the following for
estimating the change propagation probability cp;, for
every pair of components C; and C;, izj, based on the
values of the usage coefficients .’ by:

1 i

piy=——, 7, 2
s @

Section V'

3. Methodology and Rationale

We have designed an experiment that compares archi-
tectures using object-oriented metric and change prop-
agation matrices. The goal of the experiment is to assess
to what extent the object-oriented metric on one hand
and the CP matrices on the other hand are good predic-
tors of architectural quality attributes. To this effect, we
consider sample applications, and derive two candidate
architectures for each: one that is based on design pat-
terns (hence is presumably of higher quality) and one
that is designed ad hoc, without predefined patterns.
The following methodology has been applied:

1. Prepare a pair of architectures for the same applica-
tion. One of the architectures is designed using de-
sign patterns while the other has no patterns.

2. Apply the CP metric on both architectures.

3. Apply other object-oriented metric on both architec-
tures.

4. Analyse and compare the results. The architecture
that employs software patterns should have better
attributes that imply a higher quality in terms of
extensibility and maintainability.

Since matrices are hard to compare, we introduce the
Change Propagation Coeflicient (CPC) that attempts
to capture the information of a matrix in a single scalar,
although not without some loss of information. CPC
is a scalar that reflects the potential of an architecture
to insulate its components from changes that can occur
in other components. Obviously, the ideal CPC cor-
responds to a conditional change propagation matrix
where only the diagonal cells are 1s and the rest of the
cells in the matrix are Os, i.e. an identity matrix. In such
a case, components do not propagate changes to other
components. At the other extreme, the worst possible
CPC is one for which all cells of the conditional change
propagation matrix are ls. In this case, whenever a
change arises in a component, it propagates to all other
components. We wish to define the change propaga-
tion coefficient in such a way as to reflect, using a value
between 0 and 1, how close we are to the ideal matrix
and how far we are from the worst possible matrix. We
estimate the change propagation coeflicient by:

where N is the number of components in the ar-
chitecture. A low CPC value indicates an architecture
where changes do not easily propagate between its com-
ponents.

It is worth noting that we measure the CP and CPC
for the architectures with the help of the Software Ar-
chitecture Change Propagation Tool (SACPT) [I]. Cur-
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rently our tool supports Java source code but we plan
to extend it to support various other languages like C,
C++, etc. Inputs to our tool are obtained with the help
of the tool, Understand for Java [15]. SACPT generates
the CP matrix of components in the architecture.

4. Sample Applications

We have performed the experiments on the source code
of two sample applications using their architectural in-
formation. For each application, we experiment with
two different architectures, one that employs patterns
versus one that does not. Then, we compare the change
propagation metric with other coupling-based, object
oriented metric before and after applying the design
pattern. Finally, we evaluate change propagation coef-
ficient CPC for the entire architecture and compare
the numerical indices of the two versions.

4.1. Job Application

Our first example is a simple application where an em-
ployer is seeking employment applications for the vari-
ous jobs available, which are submitted through detailed
electronic forms that must be validated. There are two
versions; one is implemented as a simple switch case,
while the other version is implemented using the Strat-
egy pattern [8]. The Strategy design pattern comes into
play when there are different implementations of an al-
gorithm. The subclasses of the abstract class define the
algorithm and define the implementations according
to their needs. In this example, more flexibility is intro-
duced when applying the pattern. Specifically, if there
are new types of job positions to be supported by the
software, rather than modifying the switch cases we just
add another subclass to the abstract class that fulfils the
new criteria.

We restrict the analysis to the components that exist
before and after the application of the pattern. Fig. 1
and Fig. 2 show the reverse engineered class diagram
and the change propagation probabilities of the exam-
ple when using switch cases.

Fig. 3 and Fig. 4 show the reverse engineered class
diagram and the change propagation probabilities of
the example after applying the strategy design pattern.
The Change Propagation Coefficient (CPC) for the
architectures before and after using the design pattern
are 0.18 and 0.11 respectively. Based on our assump-
tion that a lower CPC value implies a better design, the
architecture employing strategy design pattern, is bet-
ter in design quality than the one that does not. Fig. 5
shows the Weighted Methods per Class (WMC) and
McCabe Cyclomatic Complexity metric (MCC) for
the components before and after applying the pattern.

The JobApplicantForm component has been im-
proved in terms of these metric by employing strategy
design pattern. However, much of the complexity has
been displaced into the concrete validators and has not
been shown in Fig. 5 as we compared components that
existed before and after applying the pattern.

4.2. Colleague States

The second example is an application that tracks the
states of colleague components. Each colleague will
update its state according to its current state and the
changes to the states of other colleagues. We have re-
verse engineered the architecture of the example using
Rational Rose tool [13]. Fig. 6 shows the class diagram
of the initial design with the colleague components
directly coupled to each other. In Fig. 7, the mediator
pattern [8] is used to let interactions of the colleagues
be more independent with respect to each other and
facilitate the addition of new colleagues to the archi-
tecture. Generally, the mediator pattern provides a way
to encapsulate the various interactions of the other ob-
jects, increasing the cohesion of all components by con-
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Figure 1 Class diagram of Job Application before applying strategy
pattern.

Figure 2 Change propagation of Job Application before applying
strategy pattern.
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Figure 5 Weighted Methods per Class and McCabe Cyclomatic
Complexity for Job Application

centrating the logic of the interactions in the mediator
component as opposed to having it spread among the
colleagues.

Fig. 8 and Fig. 9 show the change propagation prob-
abilities of the architectures before and after applying
the mediator pattern. In Fig. 8, we recognize that the
three colleague components are tightly coupled to one
another. In Figure 9, adding the mediator pattern de-
creased coupling between the colleague components.
The three colleague components are completely de-
coupled with respect to one another, because they must
interact via the mediator.

The Change Propagation Coeflicient (CPC) for the
architecture that does not employ any design pattern
is 0.11, whereas the CPC value for the one with the
mediator design pattern is 0.05. From the CPC values,
the architecture employing a design pattern is better in
design quality when compared to the same architecture
that does not.

One important point here is that the change prop-
agation coeflicient (CPC) is calculated only to the
components, which are present in both architectures.
Actually these are the components which are most im-
portant because they are the ones that have the basic
functionality of the application. The other components
are just present due to the added design patterns and
whose function is mainly to glue all the components
present in the architecture.

Figure 10 shows the Weighted Methods per Class
(WMC) and McCabe Cyclomatic Complexity (MCC)
metrics for the architecture before and after using the
mediator pattern. All the three colleague components
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have been improved in terms of complexity when a
mediator design pattern has been employed. Both the
metrics WMC and MCC show this improvement as a
decrease in value for the components in the architecture
that employs a design pattern.

One of the effects of using the mediator design pat-
tern is the centralization of the behavior of the com-
ponents. Even though the distributed behavior of the
components is localized to a few components in the
architecture, the architecture that employs a mediator
design pattern is more extensible and reusable than the
one that does not. When adding new colleagues to the
architecture, we need only to change the components

of mediator pattern. All the other colleagues will not be
affected as they will not be directly coupled to the new
colleague component.

9. Comparison of Change Propagation
Metric with Other Metrics

In this section, the change propagation metric is com-
pared with respect to three other coupling-based,
object-oriented metrics: Coupling Between Objects
(CBO), Response For a Class (RFC) and Message Pass-
ing Coupling (MPC) [5]. We restrict the analysis to the
components that exist before and after the application
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of the pattern. Figure 11 shows the Coupling Between
Objects (CBO) for the two sample applications before
and after the application of the design pattern. Observ-
ing Figure II, one can conclude that CBO metric is not
sufficient to compare and state that an architecture is
better in design quality when compared with another.
Though there are improvements in the CBO values for
the three colleague components in the Colleague States
application, there is an increase in the CBO value for
the JobApplication.Form component in the architec-

Section V'

ture that implements the strategy pattern for Job Ap-
plication example.

In Figure 12, the Response For a Class (RFC) met-
ric could not show the difference between the two ar-
chitectures in the Job Application example. In fact, it
showed that the architecture that employs a simple de-
sign is better in design quality than the architecture that
employs strategy design pattern. On the other hand,
for the Colleague States example, the RFC metric con-
firmed a relative improvement of using design patterns.
This shows that RFC metric may not be a good choice
to compare between two candidate architectures.

Furthermore, the MPC metric showed no difference
in design when applied to both the architectures on
each of the two sample applications. Figure 13 shows
the values for the MPC metric computed on the Job
Application and the Colleague States examples. The
MPC metric could not show the difference between the
architectures in both cases.

On the other hand, the change propagation prob-
ability metric shows these variations and points out that
one of the architectures is better than the other. Check
the change propagation probability values for the three
colleagues’ components in the Colleague States exam-
ple, Figures 8 and 9, and for the JobApplicationForm
component in the Job Application example, Figures 2
and 4. The change propagation probability CP metric
can show a different perspective and complements the
usage of other object-oriented metrics: CBO, MPC
and RFC in both examples.

6. Related Work

The work done by authors in [14], [11], [4] and [9] was
more towards establishing the known benefits of design
patterns like reusability, flexibility, extensibility etc.
Since, there has been less insight and less work done
in the area of design patterns so far, any amount of re-
search done in this field is really helpful to a novice pro-
grammer. The various concepts related to design pat-
terns are best understandable with the help of examples
with source code as in [14], [4] and [9]. Although the
examples considered in [14] were UML class diagrams,
they were live examples.

Authors in [14] and [9] have done similar work when
compared to ours. In [14], the authors have shown that
the architecture employing a design pattern is more
flexible than a simple design. However, our concern
in this paper is to show the use of change propagation
metric in the assessment of the design quality of soft-
ware architectures.

In [9], the authors talk about the reduction of
change proneness among the various components of
the source code that employ design patterns but were
not able to show that the architecture is less coupled. In
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general when the components of architecture are said
to be less likely to change, then it is implied that they
are less coupled which is what we have shown in this
paper. We believe that only two object-oriented met-
rics -WMC (Weighted Methods per Class) and RFC
(Response For a Class) —out of the six Chidamber and
Kemerer set of object-oriented metrics support the fact
that the source code that employs a design pattern is
better in design quality. In addition, the MPC metric,
when applied to our examples, did not show any mea-

sured improvement. All these results show that there is
a need of a metric that can state the difference between
two architectures in terms of criteria of a better design.

7. Conclusions and Prospects

In this paper, we have shown the applicability of the
change propagation probability CP in assessing the
design quality of software architectures. CP proved to
give a different perspective than the one provided by
the classical object-oriented metrics like the CBO, RFC
and MPC. We have shown that these metrics (CBO,
RFC and MPC) are not sufficient to state that an ar-
chitecture is measurably better in design quality when
compared to another architecture. We used the soft-
ware architecture change propagation tool (SACPT)
that analyzes Java source code to obtain the change
propagation probability for an architecture.

This study is part of a larger project to analyze
and validate various architectural attributes like Er-
ror Propagation (likelihood that an error in one of the
components propagates to other components), and
Requirements Propagation (likelihood that a change
in the requirements in one of the components needs a
change in the requirements in the other components),
Diagonality etc. Significant work has been done on the
architectural attribute Error Propagation while work is
continuing on the Requirements Propagation.

Our future prospects include studying larger case
studies in order to validate the applicability of change
propagation probability to assess the design quality of
the software architecture. Also, we need to automate
the steps of the analysis methodology to facilitate ap-
plying it to more complex case studies.
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1. Executive Summary
1.1 Introduction

There are many benefits associated with wireless net-
working. Roaming users can stay connected to the
corporate network wherever they are. Consider the
case of a patient in a hospital bed or in an ambulance,
who needs to transfer his laboratory results, ECG, or
the result of other monitoring device to the doctors at
the moment while he is in place. This is also useful for
industries like manufacturing, retail, healthcare, and
services, where employees who are on the move can
function much more effectively and eliminate errors by
being connected at the point of service.

Wireless LANs (WLANSs) eliminate the need to run
wiring where it does not already exist, such as in schools,
universities, hospitals, airports and remote offices; or in
places where it may be impractical to run wiring, such
as temporary offices or trade shows. Wireless technol-
ogy can be combined with broadband networking to
provide convenient Internet access for a variety of home
devices and in public places such as hotels or conference
venues.

This project is concerned with the security aspects
of networks. The research mainly focused on authen-
ticating messages and preventing un-authorized access
in heterogeneous network environments, where wire-
less technology can be combined with broadband net-
working. The main outcome was a secure protocol for
reliable communications in wireless and wired environ-
ments.

1.2 Motivations and Outcomes

This section presents the objectives we began with and
the results achieved by the end of the project.

Rich Research Field

An important goal was to conduct and increase the
research in the areas of wireless technology and mobile
computing. Although security aspects was the main
concern at the beginning, by digging into this area
more research fields and aspects were investigated. A
lot of postgraduate researches were conducted in wire-
less networks regarding security and other fields such as

sending multimedia data and power consumption. The
aim was to provide the faculty with some simulation
tools that facilitates such studies, many simulation tools

were investigated free ones were downloaded and used
like GlomoSim, nS2, OPNET.

2. Discussion
2.1 Introduction

In a wired network, transmissions travel through a
guided medium such as copper wire or optical fiber,
limiting the scope of user access. However, signal cov-
erage in wireless networks effectively turns any space
near the wireless transceiver into a point of access to
the network, a one that an attacker can use to read or
inject packets.

Another problem is that security programs usu-
ally involve extensive computations while most mobile
nodes usually have limited power and computational
resources. The bandwidth is also limited to occupy with
security data.

Although I performed a research during the project
in encryption algorithms, authentication rules and se-
curity in general, I consider the main research result of
this project the design of efficient and reliable security
protocols for authentication, exchanging session keys,
and providing access control in mobile ad hoc net-
works. Thus, the first three sections will discuss wire-
less research only, then a separate section will consider a
separate research in encryption algorithms.

2.2 First Phase of the project

At first it was necessary to establish a solid background
before starting a research in wireless networks. Read-
ing started from text books and survey papers to get
a glance at the communication part and how wireless
communications is actually done, documentations of
known standards like IEEE 802.11 and Bluetooth, dif-
ferent network topologies, routing issues, and finally
security issues.

Course Syllabus

I used such material to prepare a half semester elec-
tive course on wireless networks for 4th year Computer
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Science students. The syllabus of the course can be
summarized as follows:-

Introduction to wireless communications (frequency
ranges, difference from OSI-ISO 7 layers model, design
issues and problems and different applications):

1. Wireless LANs (IEEE 802.11, architectures, opera-
tion modes, etc).

2. PANs, Bluetooth, ad hoc networks.

3. Routing protocols for mobile ad hoc networks (de-
sign issues, on demand s table based, different pro-
tocols).

4. Securing wireless networks (problems, WED, security
of Bluetooth, securing wireless networks).

Ariadne Protocol

I also began my work with a Masters student on
securing mobile ad hoc networks. By the end of this
phase the survey was completed and we reached an
existing secure MANET protocol (Ariadne) [17] that
is based on TESLA multicast authentication protocol
[11] and DSR routing protocol [6].

b. The route reply message

Figure 1 DSR route discovery example
Fig. 1 is an example of a route discovery process [4]

* Containing destination address, source address, and
unique ID.

* Each node receiving a route request checks to see if
it knows a route to the destination, otherwise it ap-
pends its own address to the packet and forwards it
on out-going links.

* Once the message gets to the destination a Route
Reply is sent through the reverse path to the source
(although DSR supports anti symmetric links, we
are concerned here with the case of symmetric links).

Section V'

* Route maintenance is accomplished through route
error packets generated at a node when the data link
layer encounters a fatal transmission, and the route
is canceled. Then, either another route is taken or a
new route request is initiated.

DSR

Dynamic source routing is an on demand (reactive) rout-
ing protocol. On demand routing protocols, as opposed
to table driven protocols, searches for a route only when
it is needed [9]; an approach that was found more ef-
ficient for most ad hoc networks. DSR has two main
phases; route discovery phase and route maintenance [1].

* Route discovery protocol uses a Route Request mes-
sage.

TESLA

TESLA is a multicast authentication protocol to au-
thenticate messages using message authentication codes
(MAGC:s) [5]. The idea is to make each node generate a

key chain and then use it in reverse order.

* A random number Kn is generated then a key chain
is constructed by making Ki= H [Ki+1] where H is
a one way hash function.

* A receiver accepts a message only if its key is not dis-
closed yet (otherwise it discards the packet). Then,
when the key is disclosed it checks the MAC value
of the message.

* Each sender pre-determines the disclosing schedule;
picks Ki which will not be disclosed until (Ti =T0 +
i x t) it passes and adds MAC using Ki to the packet)
Where TO is the time at which KO is published and t
is the key publication interval.

Two parameters are needed for the receiver to check
the validity of the key; 7 is the worst case end to end
network delay, and A is the maximum time synchroni-
zation error. Following Fig. 2, the receiver accepts the
message if the sending time t, <ty * i—A

I}

o
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- &
= Tt
CatT e T

Figure 2 Sending and receiving in TESLA
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Ariadne

The Ariadne protocol embeds TESLA authentication
information into the route request and route reply mes-
sages of DSR. Since we are presenting an enhancement
on security operations of the protocol, while describing
the protocol we will concentrate only on related fea-
tures.

* When a sender wants to communicate with a certain
destination he constructs a route request message.
The message contains the source and destination
addresses, a unique identifier of the message (called
sequence number in DSR), and pessimistic expected
arrival time at the destination. A MAC value (h0) is
appended using a secret key between the sender and
the receiver. (Ariadne assumes such key is already es-
tablished, section 3).

* The source floods the message to its neighboring
nodes, and when a node receives it, the following
operations are performed:

— hy is chained into h; after adding the node
address to it; h1 is appended to M.

— The node address (A) is appended to the message.

— The node calculates the MAC of the resulting
message using its current TESLA key and
appends it to the message.

* The process is repeated till the request reaches the
destination with the final hash chain value, addresses
of intermediate nodes, and MACs of intermediate
nodes.

* The target checks the hash chain value (it knows
the secret key and the intermediate nodes), then if
valid it constructs the route reply message with the
source and destination addresses, the unique identi-
fier, the routing nodes, and the MAC:s of the routing
nodes (Note that D cannot check the validity of those
MAG:s since their keys should not be disclosed yet,
and thus leave it to the source). Finally the destination
appends its MAC using the shared secret key between
itself and the source.

Intermediate nodes append their key values to the
reply message when they receive it, and forward it to
the next node in the route. Ariadne can work in a simi-
lar manner with digital signatures or shared secret keys
(and so is the proposed protocol). If digital signatures
were used, they would replace the MAC values and the
destination would be able to verify their values. If pair
wise shared secret keys were used, intermediate nodes
might add their MAC:s to the route request using the
shared secret key with the destination, and then append
MAGC:s using the shared key with the source to the route
reply. In both cases, although not mentioned explicitly

by the authors, it may not be necessary for intermediate
nodes to complete the hash chain.

The strength of ariadne comes from the fact that
in order to change, add, or delete a node in the route,
you need to rebuild the hash chain and recalculate the
MAC values starting from that node. Consider the pre-
ceding Figure (with the route S >4 — B— C— D).

If C desires to replace (or omit) A from the route, it
needs to know the previous hash value (h0) to build a
new faked (h1), and to recalculate the MAC value of
B which is infeasible without knowing KB. Note how-
ever, that if a node is trying to change its immediate
predecessor (B is trying to change A or C is trying to
change B), it is enough to know the old hash value (h0
for B or hl for C). Recalling that a passive attack is
always possible, the hash chain cannot be considered
a solution, this is why Ariadne assumes nodes in the
route are trusted (to exclude C) and that a node can
check the source address of the message it received so
that no other node can deceive C to be in place of B.

Proposed Enhancement

We discovered an enhancement that saves time and
network bandwidth and keeps the same security level
(we thought so at the time).

Each node in the route appends its MAC to the
route request packet, although the receiver (D) never
checks these values; the MAC values are checked only
by the sender in the route reply packet. Thus, it is not
necessary for each node to append its MAC to the route
request, it is more appropriate to keep only the last
(chained) MAC value in the message.

Each node replaces the previous MAC with its MAC
in a route request packet. With the final MAC value
present, the sender will be able to verify the correctness
of the MAC chain through the key values appended
to the route reply. A malicious node trying to inject a
wrong key value will be detected because it will lead to
a wrong final MAC value.

The only drawback of this solution is that the sender
will not be able to detect the source of a wrong MAC
chain; that is exactly which of the MAC values was
wrong, and also the sender will not have to perform the
complete MAC chain to detect the error. Although this
may help the sender to calculate statistics about suspi-
cious nodes, a wrong MAC value may be caused by any
active attacker, not necessarily the node in the route.
This was a reasonable price to pay for saving packet
length and network bandwidth.

Simulation

The plan for the next phase was to formulate the
result with a detailed analysis on security and robust-
ness against different attacks to prove the security of the
modified protocol.
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At the same time, search for a suitable simulation
tool to measure the performance improvement. Al-
though nS2 is the most popular, is an open source,
and was used in the course labs, it needs a background
on Unix, and takes from 3 to 6 months to practice it
well enough to write a complete simulation. We looked
for other alternatives, OPNET needed a licence so we
studied the option of GlomSim.

Figs. 3 and 4 show the steps of the route request and
route reply propagation.

Route to be found: S >4 —>B—> C— D
M = [Request, S, D, id, ti]

S: h0 = MAC gy (M)

SK*: [M, 40, (), (]

A: b1 = H (A, h0)

MA = MACKA;::‘ [M’ bl: (A)’ ()]

AR*: [M, hl, (A), (M,)]

B: h2 = H(B, h1)

My = MACyg, [M, b1, (4, B), (M,)]

BR*: [M, 52, (A, B), (M4, Mp)]

C:h3 =H(C, h2)

MC = MACKCﬁi [M’ b3» (A» B» C): (MA’ MB)]
CR*: [M, h3, (A, B, C), (M4, My, M)]

Figure 3 Route request propagation

M = [Reply, D, S, #, (4, B, C), (M4, Mg, M,)]
D: My, = MACyqp (M)

DR C: M, MD: 0]

CR B: [M, Mp, (KCti)]

BN A: [M, Mp, (KCti, KBti)]

AN S: M, Mp, (KCti, KBti, KAt1)]

Figure 4 Route reply steps

2.3 Second Phase of the Project

We started the simulation using GlomSim simulation
tool and prepared a first version of the paper. However,
after sending the paper to the first conference (Mobi-
Com) one of the reviewers pointed out that the pro-
posed protocol may prevent an attack he recently dis-
covered against Ariadne. Thus, we read his paper [10],
proved that our protocol prevents such attack then the
paper was rewritten from a different point of view.

Attack Against Araidne

The attack can be mounted by an active 1-2 adver-
sary. This is a terminology of an attacker model intro-
duced in [17]; it means an active attacker who owns
two nodes in the network but has only a single cor-
rupted key, say KA with identity A. Assume S is initiat-
ing a route discovery towards D, the two devices owned
by A are in the way.

S>V-oA(l)»Z—......... —7Z'—>AQ2)>W—D

Section V'

The first node owned by A, A(1) will receive the fol-
lowing route request

M, hy, (V), My)]

Now A (1) should replace hy by h, and append M,
to the message [M, hy, (V, A), My, My)]

Instead A (1) will send the following [M, hy, (V,
A),(My, hy)]. None of the following intermediate
nodes can detect the change, because they cannot check
the value of M, and even hy, has the same format (since
MAC values are cryptographic hash functions that de-
pend on a key). Thus, when the request reaches the sec-
ond node owned by A, A (2), it will be as follows [M,
hy, (V, A, Z,...., Z),(My, h,, My, M)]

Now A(2) can remove all the nodes after A(1) from
the route; i.e. the nodes Z....Z’, using the stored hash
value; it will recalculate hy, M, and broadcast the
following message to reach W [M, h,, (V,A),(My,
M,y)]. Neither W nor D will detect an error, and the
route reply will reach A(2) as follows [Mrep , Mp,
(VAW), (Kyy)], which it will recorrect to [Mrep , Mp,
(VAZ,..Z ,A,W),(Ky,Ky)].

The intermediate nodes will append their keys when
the reply reaches them, till it reaches A(1) as follows
[Mrep, MD, (VAZ,..Z,AW), (KWKAKZ,...
-KZ)]. A (1) will re omit the nodes Z....Z’, before it
sends it to V. This way S will receive a “correct” route
reply [Mrep, MD, (V, A, W), (KW, KA, KV)] saying
that the route to D is simply S V> A—» W— D
(wrong route!).

Preventing the Attack

Each node in the route appends its MAC to the
route request packet, although the receiver (D) never
checks these values; the MAC values are checked only
by the sender in the route reply packet. Thus, it is not
necessary for each node to append its MAC to the route
request, it is more appropriate to keep only the last
(chained) MAC value in the message.

If each node replaces the previous MAC with its
MAC in a route request packet, the sender will still be
able to verify the correctness of the MAC chain through
the key values appended to the route reply.

With the final MAC value present, a malicious node
trying to inject a wrong key value will be detected be-
cause it will lead to a wrong final MAC value. The pre-
vious attack will not be possible, since the second node
A (2) will not be able to see or retrieve hv because only
MZ’ will appear in the message [M, hZ’, (V, A, Z,....,
Z’),(MZ)]. If a node tried to change its immediate pre-
decessor, as mentioned in the last of section 2.2, (C is
trying to change B for example) this would not be pos-
sible too, because the previous MAC value (MA) would

not be available in the message.



The Proposed Protocol

After proving that the proposed approach prevents
such attack and still prevents the attacks prevented by
Ariadne, by removing the hash chain since the MAC
chain now provide the same benefit, and embedding
a session key exchange mechanism, the final proposal
becomes as follows:

Providing Secure Communications for Wireless and Wireline Applications

* Total Application Data Load 327 kbps

* Raw Physical Link Bandwidth 2 Mbps

* Node placement is uniform. Based on the number
of nodes in the simulation, the physical terrain is
divided into a number of cells. Within each cell, a
node is randomly placed.

* MAC protocol 802.11 is used.

* IP is used as Network protocol

Route Request

Route to be found: S >4 —>B—> C— D

M = (Request, S, D, id, ti, Exsp[R1], Exspl/R20ld])
SB*: (M0, 0)

A: My = MACy,; (M, (A), ())

Performance Measures

Simple DSR (zero authentication overhead) is used
as a basis of comparison for the two protocols, and the
following performance measures were tested:

Average Network Throughput. The average net-

AR (M, (4), (M)

B: My = MACy,; (M, (4, B), (M,))
BR*: (M, (4, B), My)

C: Mc = MACyc,i (M, (4, B, ), Mp)
CR* (M, (4, B, O), M)

Route Reply

M = (Reply, D, S, #, (4, B, C) , M, Exsp[R2])
D: My, = MACygp, (M)

DX C: (M, Mp, ()

CHN B: (M, Mp, (KCti))

BN A: (M, Mp, (KCti, KBti))

work throughput is the average number of data bits
transmitted throughout the network per unit time.
Average end to end delay [s]. The average time
elapsed when a data packet is first sent to when it is
first received at its destination.

Packet Delivery Ratio (PDR). The fraction of ap-
plication level data packets sent that are actually re-
ceived at the respective destination node.

2.5 Results

Figures 6, 7 and 8 show the results of the simulation.

AR S: (M, Mp, (KCti, KBti, KAt))

Figure 5 Route discovery of the proposed protocol

2.4 Third Phase of the Project

The simulation results were complete showing the im-
provement of different performance metrics (although
it became second priority compared to the added se-
curity). The paper was published in the International
Journal of Global Engineering Science and Technology So-
ciety (GESTS): Transaction On Computer Science and
Engineering.

Simulation Details

We used GLObal MObile Information System SIM-
ulator (GloMoSim) [13], which is a scalable simulation
library for wireless network systems.

2.4.1 Simulation Parameters

We used the following parameters in all simulation
scenarios

e Simulation duration is 900 secs

¢ Number of Nodes 50

* Maximum Velocity (4 max) 20 m/s

* Dimensions of Space 1500 m * 300 m

* Nominal Radio Range 250 m

* Source-Destination Pairs 20

* Source Data Pattern (each) 4 packets/second

* Application Data Payload Size 512 bytes/packet

Average Network Throughput

16000
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10000 1_—/_7—’—' —_— —e—Flat DS
8000 —=— Ariadne
6000 [ OurCo

' 4000
2000
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Figure 6 Network throughput of the three protocols
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Figure 7 Average end-to-end packet delay of the three protocols
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+ Flat DSR
—8— Ariadne
Our Cont.

0 200 400 600 800 1000

Pause Time (s)

Figure 8 Packet delivery ratio of the protocols

As expected, the proposed protocol increases the
network throughput; however, the enhancements in
the delay and delivery ratio are only noticeable with
larger pause times. The reason for this is that we have
used different initial and maximum route request time-
outs for different protocols according to the packet
length and expected overhead for each. Typically, 0.5
and 10 seconds for DSR, 2 and 40 seconds for Ariadne,
and 1.5 and 30 seconds for our proposal. Maybe these
numbers need to be tuned, and the simulation needs
to be repeated with the same values of timeouts so that
the figures can reflect the improvement. This becomes
more clear from the packet delivery ratio results; still,
there is no reason to explain why the proposed protocol
may have less packet delivery ratio in some points ex-
cept that it has a shorter timeout interval.

However, we did not repeat the simulation for the
time constrains, and since the simulation was just a tool
to demonstrate the improvement as preventing more
attacks is a sufficient advantage for the proposed algo-
rithm.

2.6 Encryption

I had an ongoing research on an encryption algorithm.
I started it in [11]. It was separate from the routing
protocol, but since the project title included both wire-
less and wired communications I thought it could be

included.
The Encryption Algorithm (ATC)

Alphabetic tree cipher was introduced as an idea in
[11] to use a property of optimal alphabetic tree that
can be used to encrypt data as nodes in the tree.

Theorem

If11,12,...... , In are a valid set of levels for an OAT
(the levels of some weight sequence) then the weight
sequence 211, 212 ., 2In has the same set of levels for

its OAT

Section V'

Corollary

If the weight list wl,w2,...,wi,..wn has the lev-
els 11,12,..li,..., In for its OAT then the weight list
(wl+k*2-11),(w2+k*2-12),...... S(wivk*2-1i),...... ,
(wn+k*2-In), where k is a positive constant, has the
same set of levels for its OAT

Alphabetic Tree Cipher

If the plain text is considered as nodes of an optimal
alphabetic tree p1,p2,....,pn, then the cipher text could
be (pl+k*2-11), (p2+k*2-12),...... ,(pitk*2-li),...... ,
(pn+k*2-In) where k is derived from the secret key, Fig. 9.

Key Generation

To prevent known plaintext attacks, it was found
that the key values should be an irreversible function of
the secret key and the levels of the tree to get different
key values for different trees. Two functions were tested;
MDS5 hash function and a simple squaring function for
the sake of comparison Ki = (k[Index] * i)2 mod 256.

Experimental Results

After trying different values, the number of nodes
was chosen as 8 nodes, where each node is a 64 bit
block. Experiments were conducted to compare the
two key functions and to compare the algorithm to
known standards

Key Functions

The results are shown for images to be more illustra-
tive, Fig. 10, while the runtime comparisons are shown

in Fig. 11.

ATC Encryption (INPUT: a set of 7 elements, Key)

//n: no. of nodes

//Phase 1: Level Calculation

Combination (In)

Level Assignment (T)

//Key Expansion

K = Md5 Function (Key, levels)

/IPhase 2: Cipher Generation

Jori=1ton

Ci = Pi + (K[Index] *2% ) [lIndex = 0 or 1 (key value
part index)

Figure 9 ATC Encryption



a The original image

b Squaring function ¢ Using MD5

Squaring MD5

Figure 11 Runtime comparison for both functions
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Figure 12 The avalanche effect for the four algorithms
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Figure 13 Bit randomness for the four algorithms




186 Shymaa Arafat

15.0
/
AES
12.5 /
/
ATC
o
° /
o 15 7 S
£ 7 + RC5
= Y, /\RCG
F 50 \ AEs
/ \atc
25 —
_ RCA..
0.0 . - .—:. " * : .“— T IE.C6
0 10 30 100 400 450 550 1000 2000 3200 5820
Size (KB)

Figure 14 Average runtime of four algorithms

Comparing to Known Standards

The performance of the algorithm was compared to
AES, RC5, RC6 encryption algorithms. The algorithms
were compared according to their Avalanche Effect, Bit
Randomness, and Runtime.

Avalanche Effect

The avalanche effect is defined as the hamming dis-
tance between two cipher text blocks when the ham-
ming distance between their corresponding plaintext
(or key values) is 1, Figure 12.

The ideal value for the avalanche effect is 50% of
the bits which is scaled to 4 in the figure to normalize
the different key and block sizes for the algorithms. It
is worth mentioning that the first values for the plain-
text case in ATC was very disappointing (0.18), analysis
showed that this is due to the nature of optimal alpha-
betic trees. A change in 1 bit of a node in the tree is
not likely to affect the resulting levels of the tree. Thus,
we thought if we performed a random permutation of
each block before encrypting, this would randomize
the effect of each bit. The DES initial permutation was
used as it is a tested random permutation. The results
showed an incredible improvement in the results.

Bit Randomness

An ideal cipher text should be completely random,
thus each cipher bit should have a probability ¥ of be-
ing 0 or 1. The bit randomness metric is defined as the
average ratio of 1 (or 0) bits in the cipher text blocks
for different plaintext (or key) values. An ideal value is
50%, Figure 13

Time Complexity

The runtime of the four algorithms is measured for
different plain texts and the results are shown in Fig-
ure 14. All results show that the proposed algorithm is

Section V'

comparable to these algorithms (although not superior
of course).

Conclusions and Recommendations

With the advent of wireless technology enormous
number of applications appeared ranging from military
applications to multi player games. This variety of do-
mains, where each domain has its specific needs and
constraints, opened a lot of research areas in this field.
These new hot topics are rich in both scientific and ap-
plication levels, which make them tempting for inves-
tors as well as students and researchers. Recently a lot
of graduation projects and master students chose this
field.

To conduct a research in these areas two preliminary
steps are needed; the first is to understand the technol-
ogy and build a background on previous research. The
second is to learn a simulation tool or study how to
perform a simulation using a traditional programming
language. This step involves studying movement pat-
terns for nodes, arrival and service patterns for packets
which are both dependant on the nature of the appli-
cation. Thus, it would be much easier if the student
learned these steps through his undergraduate courses
where there is enough time to learn and practice the
tool gradually through examples.
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